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Notices

FCC Rules

Information provided in this manual is a result of the design and
development of AXCESS Inc. products and is subject to change
without notice. It applies only to current AXCESS Inc. RFID systems.

No part of this manual may be reproduced, translated or transmitted,
in any form or by any means, without the prior written consent of
AXCESS Inc.

Note: This equipment has been tested and found to comply with the
limits for a Class B digital device, pursuant to Part 15 of the FCC
Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This
equipment generates, uses, and can radiate radio frequency energy
and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to
radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

Re-orient or relocate the receiving antenna
Increase the separation between the equipment and receiver

Connect the equipment into an outlet on a circuit different from
that to which the receiver is connected

Consult the dealer or an experienced radio/ TV technician for help

Responsibilities

AXCESS Inc. declines all liability for any damage that might result from
any errors or omissions in this document or from improper installation.

AXCESS Inc. can only guarantee the correct operation of its products if
they are used with the software programs, systems, and consumables
supplied or authorized in writing by AXCESS Inc.

AXCESS Inc. recommends keeping the original packaging for
transporting the equipment later.

Registered Trademarks

Product names mentioned herein may be trademarks and/ or
registered trademarks of their respective companies.
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General Installation Information

Safety

Personal safety is of first importance in the performance of any job.

Installation and configuration of the ActiveTag system should
only be performed by experienced installers.

Where practical or required by code, all wiring should be enclosed
in conduit, or equivalent protection, firmly anchored to sturdy
structural elements and protected from mechanical damage.

Hand tools should be of good quality and properly maintained.

Hand tools should be used in the applications for which they
were intended.

Always wear eye protection when using power tools.

When drilling or cutting, do not damage wires, pipes or structural
components.

When installing antennas and related equipment above a ceiling,
make sure they are properly attached to a structural member and
accessible for maintenance.

Information Flags

Information flags in this document draw your attention to important
information:

IMPORTANT!

A Provides essential information to the user that will ensure
proper operation of the hardware or software. If this advice is
not followed, system recovery can be difficult or time-
consuming. ALWAYS READ THESE ITEMS.

NOTE
Provides helpful information that can make the installation go
more smoothly and quickly.

TIP
Provides useful information to the user on a particular

procedure or technique.

© 2002, AXCESS Inc. 750.001.005 R0O000 7
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Hand Tools, Equipment and Materials

The following are required and recommended hand tools, equipment
and materials necessary for the successful configuration and
installation of the Network Receiver:

Required

RG-58/U coaxial cable with 50-ohm impedance (nominal), solid
copper center conductor, 55% tinned copper braid or better,
100% foil shield coverage (for example, Belden 9310). Finished
length should be no more than 25 feet. If installed outside, the
cable should be rated for direct burial.

3-piece crimp type male BNC connectors (for example,
Amphenol 31-320). Connectors can be damaged during
crimping. Having more than two on hand for each cable made is
recommended.

A computer or terminal device to configure the Receiver

A terminal communication program such as HyperTerminal
(standard with MS Windows installations)

A straight-through (one-to-one) DB9 male to female serial cable.

fi IMPORTANT! DO NOT use a null-modem cable or a null-
modem adapter.

Tape measure
Power drill and bits

Phillips and flathead screwdrivers, including a very small
flathead screwdriver

Needle-nose pliers

Diagonal cutters

Wire strippers

Three blade rotary coaxial cable stripper

BNC crimpers

Required for Wiegand Output

Receiver Wiegand output is standard SIA 26-bit. The Receiver
outputs Data Zero, Data One and Ground. Wires between the
Receiver and the Wiegand control panel should be 18 AWG and
no longer than 500 feet. The wires should be green for Data
Zero, white for Data One, black for Common Ground and red for
5V DC.

8 750.001.005 R0O4 © 2005 AXCESS Inc.
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Required for Serial Output

A straight-through (one to one) RS-232 cable of sufficient length
to connect the Receiver to the system PC. It is recommended
that the cable not exceed 50 feet in length. One end of the cable
should be a male DB9 connector.

Required for Network Output
RJ-45 cable for connecting to the LAN

Recommended
Ladder

Fishing line — 15 |b. test for pulling cable
Tie wraps and anchors

A pair of walkie-talkies if more than one installer will be
on site

Laptop computer to connect to Receivers and Activators
easily

Instructions for all third party devices

© 2002, AXCESS Inc. 750.001.005 R0O000 9
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Overview

The Network Receiver incorporates a small operating system that
provides a Unix™-like interface with a variety of commands. Several
of these commands will be utilized to configure the Network Receiver
for your use. Please refer to Appendix C for a complete description of
the available commands.

Front Panel

Network Receiver

L)

UHF DATA
PWR LF RX TX RX TX
0000000

Figure 1 Front panel of the Network Receiver

Back Panel D

DO Dl G +5V RS-232 9VDC  GND 24VDC

o] 0 = B

Figure 2 Back panel of the Network Receiver

Specifications

Important :>

Power

Adapter
(Serial
Receiver)

Adapter (IP
Receiver)

Alternate
power Input

110 VAC to 5VDC — plugs into a 110V AC outlet
(supplied) and delivers 400 mA of current to power
the Receiver

110 VAC to 9VDC - plugs into a 110VAC outlet
(supplied) and delivers 500mA of current to power
the Receiver

24VDC, 400mA

The power input jack on the back of the Receiver (bothSerial &

IP) is labeled “5VDC” even though the actual input for the IP
Receiver power supply is 9VDC as described above.

Dimensions

Height linch
Width 4.5 inches
Depth 5.5 inches
10 750.001.005 R04 © 2005 AXCESS Inc.
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Functions & Features

The Network Receiver has the following functions:

Decode the signal received from the Tag via the receive antenna.
The Receiver converts the data to a format usable by a computer
or Wiegand control panel for further data processing

Filter Tag information according to its configuration settings
Send the data to a control device or a computer

Output control signals for activating TTL outputs or alarm points
on panels

The Network Receiver has the following features:

Filters

The Receiver can be configured to report only selected Tag data. For
example, the Receiver can be programmed to respond to specific
Activators in a multi-Activator environment. Configuration filters also
determine speed of the information is reported via the Wiegand
interface.

Serial Output

The Receiver communicates using the EIA-232 standard, more
commonly known as RS-232C. It can connect to a communications
port on a computer or any device that accepts RS-232C data.

Wiegand Output

The Receiver can be configured to send Security Industry Association
(SIA) 26-bit Wiegand data to control panels. The Receiver connects to
the Wiegand port on the control panel by three wires —Data One,
Data Zero and Ground.

IP Output
The Receiver can be configured to connect to an IP Network. The
unit will need a static IP address

© 2002, AXCESS Inc. 750.001.005 R0O000 11
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Configuring the Network Receiver

The Network Receiver receives the Tag's broadcast signal via its
receiving antenna and sends the Tag data to a PC or control device
based on how it has been programmed to respond to the Activator ID.

The following items are necessary for the successful configuration of
the Network Receiver:

A computer with a terminal program and a free communications port

A standard one-to-one computer modem RS-232 cable with a DB9 male
connector (Receiver end) and a suitable connector for the PC/terminal
end

/\ IMPORTANT! Do not use a null-modem cable or null-modem adapter.

Receiver Defaults

The Network Receiver has factory default settings that can be
modified with commands given to the Receiver via Windows
HyperTerminal.

Wiegand and TTL output capabilities enabled
Wiegand and serial output is enabled
Tag data with any valid Activator ID will be output

No Wiegand data will be output for panic or tamper Tag alarms or for
beacon reads.

Diagnostics are turned off
Serial output is set at 19200 baud with long format
Receiver ID is 001

Connecting Power

All Network Serial Receivers come with a 5VDC, 400mA power
transformer (QVDC, 500mA for IP) that plugs into a 110 V AC outlet.
If uninterruptible power is an issue, a backup battery or UPS can be
used. Alternative power may be obtained by the 24 V DC, 400 mA
connector located on the back panel.

[> To connect power to the Network Receiver

1. Ensurethat the 110 V AC outlet is near the Network Receiver
and is easily accessible.

12 750.001.005 R0O4 © 2005 AXCESS Inc.
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2. Plugthe AC adapter into the jack labeled 5VDC on the back of
the Receiver (see note on page 11).

3. Plugtheunit into the power outlet.

Connecting to a Computer

D To connect a PC to the Receiver

1. Attach the DB9 male connector of the RS-232 cable to the RS-232 port
on the Receiver.

2. Attach the other end of the RS-232 cable to the computer

Communicating with HyperTerminal

Commands are given to the Receiver via Windows HyperTerminal

To establish communication between Windows Hyper Terminal and the
Receiver

1. From the Start button on the desktop, select Programs >
Accessories > Communications > HyperTerminal.

2. Double-click the Hypertrm.exe icon to launch the application.

3. Enter any name for the connection in the Name box, select the
first icon (Figure 3), and click OK.

Connection Description

A5 New Connection

Enter a name and choose ar icon for the connection:

Mame:

ok I Cancel |

Figure 3 Enter a name for the connection

4. Select the com port to which the Network Receiver is connected
from the Connect Using drop-down list (Figure 4) and click OK.

© 2002, AXCESS Inc. 750.001.005 R0O000 13
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-
| Connect To

Figure 4 Select a Com port

5. Enter the following information in the Com Properties dialog box:

Bits per second 19200

Data Bits 8

Parity None

Stop Bits 1

Flow Control None
6. Click OK.

Receiver Responses

All commands have the basic format of <number><character>.
It is unnecessary to press the Return key after typing the
command.

The Network Receiver will have the following responses when
a command is given:

Command Receiver Code Responses

00 Command completed successfully
05 Value entered is out of bounds
06 Invalid or unknown command

14 750.001.005 RO4 © 2005 AXCESS Inc.
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Setting Up a Wiegand System

Responding to Activator IDs

By default, the Receiver will only output Wiegand data from
Tags activated by Activator ID 127. Use the following
commands to modify the way the Receiver responds to
Activator IDs.

Command Action

<number>W | Change Activator ID
(This is known as the Wiegand ID. The default is to
only output reads corresponding with this Activator)

33c Respond to multiple Activator IDs

(Wiegand output of the Receiver will now include all
tag reads from Activators listed as valid Activator IDs
for serial output in addition to the Wiegand ID)

19c Disable multiple Activator IDs
(Returns the Wiegand output to the single Wiegand
Activator ID)

Alarm Output

By default, the Network Receiver does not output Tag data
containing alarm codes from Panic and Tamper Tags via the
Wiegand port. Use the following commands to enable or
disable alarm data output.

Command Alarm

26¢ Enable output Tag data containing alarm codes
from Panic or Tamper Tags
(By default, the Receiver does not output alarm data)

12c Disable alarm data output (Default)

Setting Up a Serial or LAN System

Setting the Baud Rate

The following commands are available for configuring the
Network Receiver’s serial port:

Command Action

23c Set baud rate to 4800
24c Set baud rate to 9600
25¢ Set baud rate to 19,200 (default)

© 2002, AXCESS Inc. 750.001.005 RO000O 15
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Serial Output Format

The default format for Tag data sent out the serial port of the
Receiver is:

RRRAAAFFFTTTTTLFCR

R = Receiver ID

A = Activator ID

F = facility code

T = Tag ID number
LF = Line Feed

CR = Carriage Return

To make the Receiver backwards compatible with AXCESS NT
132 systems, type: 36¢. The serial output will now have the
short format. Toreturn to the long format (default), type: 21c

Optimizing Serial Output

The speed at which the Network Receiver processes data can
be maximized by eliminating extra steps required to output
Wiegand data and check TTL output control settings. Use the
following commands to optimize the serial output:

Command Action

29c Turn off Receiver’'s Wiegand output
15¢ Restore Wiegand output (Default)
35¢ Disable TTL outputs

(If your installation does not require TTL outputs,
the serial output can be optimized by disabling
them. This will also disable Wiegand outputs)

20c Restore TTL output operations

TIP When the Network Receiver is sending data via the serial port,
the LED labeled DATA TX will alternately flash from red to green.
Observing this LED on the front of the unit will help in verifying
proper operation of the Receiver.

16
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Responding to Activator IDs

The Receiver will only output Tag data via the serial port if it
contains a valid Activator ID.

By default, The Network Receiver accepts Tag data from
Activators with the following IDs:

0 3 13 14 21 22
24 27 33 34 44 47
52 55 57 58 69 70
72 75 80 83 93 94

100 103 105 106 113 114
124 127 254 255

Figure 5 Default Activator IDs

Editing Activator IDs within the Receiver

Use the following commands to add, delete and reset the
Activator ID numbers within the Receiver:

Command Action

<number>- | Delete unwanted ID(s) from the Receiver’s list
37c Remove all accepted Activator IDs
(Receiver will still pass default ID 127)
<number>+ | Add an Activator ID
34c Reset the list to the valid Activator ID numbers

When editing the Activator IDs within the Receiver, you may
observe the following error codes.

04 Trying to delete an ID that has not been
programmed

03 Trying to delete all IDs. Must be at least one ID.

02 Trying to enter more than 34 IDs — the max.
(Delete some Activator IDs on the list to make room)

01 Duplicate entry

© 2002, AXCESS Inc.
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Setting the Receiver ID

Receiver IDs are used by ActiveTrac software to determine from
which zone a Tag reported. By default, the Receiver ID is 001. To give
the Receiver a new ID, type:

<number>l  (<number> =a number between 000 and 999.)

Enabling TTL Outputs (Logic Control)

The Network Receiver has two TTL outputs (Transistor-Transistor-
Logic). Each can be set to go from Low (inactive) to High (active) upon
a Tagread. The output level is 3.3 V DC. The following table provides
a list of configuration commands:

TTL Output 1 | TTL Output2 Action

<number>D <number>E | Set length of action signal in seconds.
Valid numbers are 000 — 255. Default:
005 seconds

10c 1llc Pulse the output to go from Low to
High

16¢ 17c Deactivates TTL output for a valid Tag
read. Default.

30c 31c Activate TTL output for a valid Tag read.

13c 1l4c Do not activate TTL output when the

alarm code is received from a Panic or
Tamper Tag. Default.

27c 28c Activate TTL output when an alarm
code received is from Panic or Tamper
Tag

18 750.001.005 RO4 © 2005 AXCESS Inc.



A AXCESS ..

Viewing Configuration Settings

To view the current configuration settings of the Receiver, type: 38¢c

An example of how the receiver will respond:

04 Serial Activators

127| 33| 34| 106

04 Wegand Activators

127| 33| 34| 106

Config: DDDD DDDD DD*D D=005 E=005 |=001 L=125 T=013 Wr127

Serial Activators

Lists the Activator ID’s which are passed out the RS-32 and TCP/ IP
ports when the Serial list is enabled (by default this list is enabled).

Wiegand Activators

Lists the Activator ID’s which are passed out the Weigand port when
the Wiegand list is enabled (by default this list is disabled).

Config

Current settings on the receiver unit. Each D or * represents one
setting on receiver. D = Default * = Changed setting)

Config:GPDD DDDOD DDLE)

Position 1 Position 12
Default Settings

1. Wiegand data output on alarm, when enabled any alarm read
from a tag (Activator ID 000 ) will cause the tag information to be
output the Wiegand port. Default OFF “12c¢”

2. TTL output 1 on alarm, when enabled any alarm read from a tag
(Activator ID 000 ) will cause TTL 1 to be triggered. Default OFF
“13c”

3. TTL output 2 on alarm, when enabled any alarm read from a tag
(Activator ID 000 ) will cause TTL 2 to be triggered. Default OFF
“14c”

4. Wiegand data output, allows the user to disable or enable the
Wiegand output. Default ON “15c¢”

© 2002, AXCESS Inc. 750.001.005 R0O000 19
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5. TTL output 1 on valid read, when enabled any read from a tag
will cause TTL 1 to be triggered. Default OFF “16c”

6. TTL output 2 on valid read, when enabled any read from a tag
will cause TTL 2 to be triggered. Default OFF “17c”

7. Serial data output, allows the user to disable or enable the RS-
232 or TCP/ IP output. Default ON “18c”

8. Wiegand Activator ID filter, enables or disables the single
Activator ID in the config line (i.e. W = 127). Default ON “19c¢”

9. Serial Data format, Sets the serial data format to long or short to
support older versions of the Axcess RFID products. Default
Long “21c”

10. Diagnostic mode, enables or disables diagnostic mode. If in
diagnostic mode the receiver will output data the Wiegand, Serial
and TCP/ IP without checking the Activator ID filter. Default OFF
“22C“

11. TTL and Wiegand Timers, enables or disables the timers for the
TTL and Wiegand outputs. Default ON “20c”

12. Wiegand Activator, enables or disables the Wiegand Activator list.
Default OFF “42c”

D=005 E=005

Time in seconds that the TTL Outputs will go from LOW to High (from
0 VDCto5DC). Thisvalue can range from 1 to 255 seconds. D is
TTL Output One and E is TTL Output Two. Default 005

=001
This Receiver 1D, this value can range from 001 to 255. Default 001
L=125

The period of time the receiver will not output any additional tag
reads of duplicate tag ID’s, new tag ID’s will still be output, out the
Wiegand port. The above value is 12.5 seconds. Default 125

T=013

The period of time between tag ID’s being output the Wiegand port.
This is buffer is used to prevent the tag ID’s from being sent to fast to
the Wiegand panel. The above value is 01.3 seconds. Default 013

W=127

The Activator ID which data will be output on to the Wiegand port, if
enabled. (by default this list is enabled).

20 750.001.005 R0O4 © 2005 AXCESS Inc.
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Assigning an IP Address

It is imperative that prior to installing the equipment you obtain the
IP Address, subnet mask and gateway (if applicable) for each unit to
be put on the network. This critical information is provided by the
Network Administrator and is needed to program the Network
Receivers.

IP Address — (Internet Protocol address) The address of a computer
attached to a TCP/ IP network. Every client and server station must
have a unique IP address. Client workstations have either a
permanent address or one that is dynamically assigned to them each
dial-up session. IP addresses are written as four sets of numbers
separated by periods; for example, 204.171.64.2

Subnet — a division of a network into an interconnected, but
independent, segment, or domain, in order to improve performance
and security. A subnet mask is a binary pattern that is stored in the
client machine, server or router and is matched up with the incoming
IP address to determine whether to accept or reject the packet.

Gateway —a computer that performs protocol conversion between
different types of networks or applications. It also can act as a go-
between two or more networks that use the same protocols. In this
case, the gateway functions as an entry/ exit point to the network.

NOTE The AXCESS Inc. Network Receiver has been factory-configured to
IP address “192.168.1.200” and Subnet Mask “255.255.255.0"

Connecting to the Network

Typically, the Network Receiver will be configured at a physical place
different from where it will ultimately be installed. There are three
methods of connecting a Network Receiver to a PC for configuring the
receiver.

Crossover cable
Hub

Serial cable

NOTE Itis assumed power has been connected to the Network Receiver.

© 2002, AXCESS Inc. 750.001.005 R0O000 21
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Connecting to a Network via Crossover Cable

Connecting to the Network via Crossover cable (included) will
typically be the simplest method of connecting the Network

A

1.

4,

Receiver.

To connect via Crossover cable

On the desktop, right-click on the Network Neighborhood
icon and select Properties. The Network dialog box will

appear (Figure 6).

Select TCP/IP (network, e.g. Ethernet
and click Properties.

Metwork

Configu'ralipﬂ.] Identfization | Aecess Contrel |

The folloming network components are installad:

, etc.) from the list

4 NetBEU| -» Dial-Up &dapter

8 TCP/IP > Diallp Adapter

File and printer sharing for Microsoft Metwaorks

Kl |

Add.. | Remave |

(4 NetBEU -> Intel B255x-based PC| Ethemet Adapter (1041

in TERAIP -» Intel 8255%-based PCI Ethernet Adapter (1 DE
>

Properties |

Fiirnaw Metwork Logor:

]CIient far Microscft Metworks

' Fle and it Shaing .. |

e

Description-

TCRAP is the protacal you use to cannect ta the Infemet and

wide-area networks.

Cancel |

Figure 6 Select TCP/IP from the list

Write down the original IP address that appears in the

TCP/ IP Properties dialog box (Figure

7).

IMPORTANT! Note all previous settings as it will be necessary

to reset your PC after the Network Rece

iver is configured.

Click on the Specify an IP Address option button and enter

192.168.1.199 as the IP address and
subnet mask.

255.255.255.0 the
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TCP/IP Properties

Bindngs | Advareed | MeBiDs |
DIMS Configuration I Gatersay | WINS Configuration  IF Address

An IP address can be automatically azzigned to thiz computer.
IF wour network, does not automatically assign IP addresses, ask
wour network. administrator for an address, and then tope it in
the space below,

btain an IP address automatically

IP A ddress: | e . : |

Subnhet Maszk: | . . . |

Ok I Cancel |

Figure 7 Enter the IP address and subnet mask

5. Click OK and follow the prompts.

NOTE It may be necessary to reboot your PC after making the
above changes.

6. Using a standard CAT5 Crossover cable (included),
connect directly from the Ethernet port on the back or
side of the PC to the RJ45 connector on the front of the
receiver (Figure 8).

To the Ethernet
Port of the PC

\G CATS Crossover
@} « /_ Cable
v

—

6000606 ﬂ|

Network Receiver Front Panel

Network Receiver

ascn

Figure 8 Connecting Crossover cable

7. On the PC, click Start > Programs > MS-DOS Prompt.
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8. At the DOS window, type telnet 192.168.1.200

9. Login using the Username “admin”, and a Password of
“welcome” (Figure 9).

£ Telnet - 192.168.1.200

‘Cornect Edi Teminal Help

Welcome to slush. (Uersion 1.82 Pre-Release 3)

TINI login: admin

TINI password: [J
\ Welcome

Figure 9 Login using “admin” and “welcome”

10. Type ipconfig and set the IP address and the subnet mask
(provided by the Network Administrator) for each Network
Receiver (Figure 10). For example, to set the IP address to
192.168.1.200, the subnet mask to 255.255.255.0 and the
gateway to 192.168.1.1use the command: ipconfig —a
192.168.1.200 —m 255.255.255.0 —g 192.168.1.1

=8 Telnet - 192.168.1.150 = = |
Connect Edi Terminal Help

Welcome to slush. (Version 1.82 Pre-Release 3)

TINI login: admin

TINI password:

TINI /> ipconfig -a 192.168.1.288 -m 255.255.255.8
Warning: This will disconnect any connected network users
and reset all network servers.

0K to proceed? (¥/N): [l

Figure 10 Set the IP address and subnet mask for each receiver

NOTE In Figure 10, notice that the IP address for the receiver is
different from the address for the PC being used to program it. A
typical scenario would be for the last three digits to increment by
one for each address.

The Set IP address (-a) command, the Set subnet mask (-m)
and gateway (-g)command must be used together (-g)

Refer to Appendix D for additional information regarding
ipconfig commands used to configure domain name, gateway
address, primary DNS address and other options.

24 750.001.005 R0O4 © 2005 AXCESS Inc.



A AXCESS ..

11. Since all Network Receivers are shipped with the default
Username of “admin”, and a Password of “welcome”. It is
recommended that the password be changed for security
purposes on the admin account. The password is changed
with the passwd command (Figure 11).

2% Telnet - 192.168.1.200 MiE B3 I

Cornect Edit Teminal Help

Welcome to slush. (Version 1.82 Pre—-Release 3)
TINI login: admin

TINI password:

TINI /> passwd admin

[Enter the new password:

Confirm the new password:

TINI /> i

Figure 11 Use the passwd command to change the password

IMPORTANT! Itis very important that the new password be

A written down and stored in a safe place. AXCESS Inc. will not
know what new password has been chosen. If the new
password is lost or forgotten, the unit will have to be returned
and the entire operating software reloaded.

12. To add a new user to the list of known system users, the
useradd command is used — See Appendix A for complete
documentation. Similarly, the userdel command will
remove a user from the system.

13. Type date to verify the date, time, and time zone are
correct. You can use the date command to set the date
and time on the Network Receiver unit. Again, see details
in Appendix D.

Connecting to the Network via a Hub
[> To connect viaaHub

1. On the desktop, right-click on the Network Neighborhood
icon and select Properties. The Network dialog box will
appear (Figure 6).

2. Select TCP/IP (network, e.g. Ethernet, etc.) from the list
and click Properties.

3. Writedown theoriginal IP addressthat appears in the TCP/ IP
Properties dialog box (Figure 7).
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/\ IMPORTANT! Note all previous settings as it will be necessary
to reset your PC after the Network Receiver is configured.

4. Click on the Specify an IP Address option button and
enter 192.168.1.199 as the IP address and 255.255.255.0 as
the subnet mask.

5. Click OK and follow the prompts.

NOTE It may be necessary to reboot your PC after making the
above changes.

6. Using a standard CAT5 cable (not included), connect
directly from the Ethernet port on the PC to an empty port
on a standard hub. The Ethernet port will be located on
the back or side of your PC, and is the connection to your
building network. Using another standard CAT5 cable
(not included), connect from the RJ45 connector on the
front of the Network Receiver (labeled RJ45) to an empty
port on the hub (Figure 12).

Hub D
o000k ———a
] ’\ %

\

\

W

RJ-45to RJ-45 cable

/ (Not  supplied)

IP Receiver

|

Figure 12 Connecting to the network via a Hub

7. Continue as described in items 7 through 13 under
instructions for using a Crossover cable to connect to the
network.
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Connecting to the Network via Serial Cable

[> To connect via serial cable

1. Connect the female end of a standard DB9 to DB9 serial
cable (not included) into an unused serial port on your
PC.

2. Connect the DB9 end of the serial conversion cable
(included) to the DB9 to DB9 serial cable used in item 1.

3. Connect the 10-pin connector on the serial conversion
cable to the 10-pin header labeled J12 on the
motherboard of the Network Receiver.

4. Start HyperTerminal on the PC by clicking on: Start >
Programs > Accessories > Communications > HyperTerminal.

5. Double-click HYPERTRM.EXE to launch the application.
6. Enter any name for the connection and select the first
icon (Figure 13); then click OK.

Connection Description

Hew Connection

Enter a hame and choose ariican for te eonnection:

Hame:

ok I Cancel |
Figure 13 Type a name for the connection

7. Select the com port to which the Network Receiver is
connected from the Connect Using drop-down list (Figure
14); then click OK.
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Connect To 2]

‘Enter details for the phone number that you want to dial:

Country code: IUnited States of America 1] ;I

Breacode:  [372

Bhone oumber. |

Connect using: B

Figure 14 Select the com port to which the receiver is connected

8. Enter the following information in the Com Properties
dialog box; then click OK:

Baud Rate 115200
Data Bits 8
Parity None
Stop Bits 1

Flow Control None

9. Press Enter on the PC keyboard to get a login prompt. It
may be necessary to press Enter several times to receive
the login prompt.

10. Continue as described in items 7 through 13 under
instructions for using a Crossover cable to connect to the
network.
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Diagnostic Mode

Diagnostic Mode allows you to troubleshoot the ActiveTag system by
displaying all data received from all Tag broadcasts picked up by the
Receiver —including Tag data with Activator IDs that have not been
programmed into the Receiver.

To enter Diagnostic Mode, type 39c.

An example of how the Receiver will respond:

00110602401234

001 = Receiver ID

106 = Activator ID

024 = Site Code

01234 = ID of Tag in the field

Diagnostic Outputs

The Network Receiver will output every Tag transmission that it
receives, whether or not the Tag data contains a valid Activator ID.

IMPORTANT! Do not use Diagnostic Mode as the standard Network
Receiver output to interface with your software. Diagnostic Mode allows
cross-talk — Receivers will output data for Tags awakened by any 132 kHz
Activator signal.

Wiegand Output

While a Network Receiver sends Tag data to HyperTerminal as rapidly
as it's received, it will still buffer the data being sent to the Wiegand
control panel. When a Network Receiver that has been configured to
output Wiegand data is in Diagnostic Mode, all Tag information is
sent to the control panel. Therefore, it's recommended Wiegand
output be disabled — or, disconnect the Wiegand terminal when in
Diagnostics Mode. To exit Diagnostics Mode, type: 22c

/\ IMPORTANT! Always turn off Diagnostic Mode when finished. Failure to do
so can result in cross-talk, garbled output and erratic system performance.
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Network Receiver Installation

Once the Network Receiver has been configured with the following:

An IP Address
A Subnet Mask
Users and a Password

The unit can be installed at its final location in accordance with the
instructions in this section of the manual. Exception: For network
operation, the only connections required to the receiver are: Power

(9 VDC adapter supplied —see note on page 11) and a Category-V
cable connection to the site network or Internet. The Network
Receiver requires a cable with RJ-45 connectors for network hookup.

After the Network Receiver has been configured and installed, refer to
“Connecting to a Device” in the ActiveTrac™ User Guide (Doc.
#750.008.005) —or, the manual for a third party device if applicable.

Connecting to a Wiegand Control Panel

Connecting to a Wiegand control panel requires black, white and
green wire of sufficient length to connect the Network Receiver to the
Wiegand control panel. With 22-gauge wire, 200 feet of wire can be
run. With 18-gauge, 500 feet can be run.

[> To connect the Network Receiver to a Wiegand control panel

1. Install the Wiegand control panel according to the instructions
provided with that unit.

2. Connect the Ground, Data One and Data Zero wires to the back
panel of the Network Receiver (Figure 15). Ensure the
termination is secure, but not over-tight.

TIP Each Network Receiver is shipped with a parts box that contains the
termination blocks. These termination blocks can be removed from the

Receiver for ease of wiring.
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DO D1 G +5V RS-232 9VDC  GND 24VDC
B o o co o [ ] [
) e o ] O = ° ]

11
Ll Ground Wire (black)

Data One Wire (white) 4_\ from Wiegand
. < control panel
Data Zero Wire (green) <_/

Figure 14 Connecting to a Wiegand control panel

IMPORTANT Wire the Network Receiver to the Wiegand control panel
carefully. Wiring Ground to a Data terminal can short the Receiver. DO NOT
wire Data One and Data Zero backward — the data will be garbled.

3. Run the Data One wire from the Wiegand control panel to D1 on
the Receiver. For standard Wiegand control panels, the Data One
wire is white.

4. Run the Data Zero wire from the Wiegand control panel to DO on
the Receiver. For standard Wiegand control panels, the Data Zero
wire is green.

5. Ensure the Wiegand control panel is wired correctly.

6. Add the Tag IDs and facility codes to the panel’s database
according to the panel manufacturer’s instructions.

Wiegand Output
The following shows the SIA standard 26-bit data format that
is output from the Receiver:

ESSSSSSSSHHHHHHHHLLLLLLLLO

E = even parity bit, calculated over bits 2 — 13.

S = site code. Bit 2 is the most significant bit. By default, the
Tag’s site code is 025. Tags can be ordered from
AXCESS Inc. with other site codes.

H = high byte of the Tag ID number. Bit 10 is the most
significant bit.

L =low byte of the Tag ID number. Bit 18 is the most
significant bit.

O = odd parity bit, calculated over bits 14 — 25.
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Connecting to a Serial Device

The Network Receiver is a DCE (Data Circuit-terminating Equipment)
device, and data is output through a DB9 female RS-232 connector.
Only the following pin assignments are used:

Pin ‘ Description

2 Transmitted Data

3 Received Data

Signal Ground

Use a standard one-to-one RS-232 cable (also known as a straight-
through or modem cable) of sufficient length to connect the Network
Receiver to a PC or serial device. One end of the cable should be a
DB-9 male connector.

A IMPORTANT! DO NOT use a null-modem cable or adapter.

[> To connect the Network Receiver to a serial device

1. Connect the female end of the DB-25 to DB-9 cable to the 3rd
party device; and the male end to the Network Receiver (Figure
15).

female to 3 party
end -> device

male end

¥

DO DI G +5V RS-232 9VDC GND 24VDC

. L . %

Figure 15 Connections of the back panel of the Receiver

2. For the third-party device, enter the following port settings:

Baud Rate Receiver’'s programmed baud rate. Default 19200
Data Bits 8

Parity None

Stop Bits 1

Flow Control None
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Serial Output

The Receiver outputs serial data in ASCII 8-bit decimal format
(each ASCII character is represented by eight bits). Serial data
has a different format than Wiegand data (see below) and data
is always unbuffered —that is, every Tag read is output. Serial
data has the following format by default:

RRRAAAFFFTTTTTLFCR

R = Receiver ID number

A = Activator ID number

F = facility code

T = Tag ID number

LF = Line Feed (in hex, 0A)

CR = Carriage Return (in hex, OD)

If the Receiver has been configured to interface with older
systems, then the output has the following format:

AAAFFFTTTTTLFCR

Wiring TTL Outputs to TTL Outputs

A terminal block and leads for activating two TTL outputs are
provided with the Network Receiver.

[> TowireTTL output to TTL outputs
1. Remove the receiving antenna.

2. Remove the nut at the base of the receiving antenna BNC
connector.

3. Gently open the case.

4. Placetheterminal block on the J9 header (Figure 16). Run the
wires out the provided hole in the Receiver case. The wires have a
knot tied to provide strain relief.
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[
)%
==

I
i B
IS

i B

I To Relay

Figure 16 Plugging in the relay wires

5. Close the case, reaffix the nut and replace the receiving antenna.

6. Wire an external relay according to Figure 17. Altronix RBSN-TTL
ultra-sensitive relay module is recommended.

060060

Trig- Pos+ C

il

Neg - C

Device can be wired to either:

NC - Normally Closed
NO - Normally Open

Output 1 (white) OR o o Device
From the Output 2 (yellow) - ower Supply: G
Receiver ny for Device =

Ground (black)

Figure 17 Wiring a relay
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Mounting the Network Receiver

The Receiver should be within 35 feet of an activated Tag
The receiving antenna should not be blocked by metal or brick

The following diagrams show various mounting positions for the
Network Receiver. Two mounting holes on the bottom of the Receiver
can be used to mount the it to a wall (Figure 18). Double-sided tape
can also be used to mount the Receiver. The receiving antenna can
be placed through acoustic tile in a ceiling (Figure 19).

Mount with

tape
L Connector |: |:

Figure 18 Receiver wall mount positions

IMPORTANT! If an L connector is used, the receiving antenna must be
positioned away from the Network Receiver.

Preferred
mounting position

1

2nd choice

Figure 19 Receiver ceiling mount positions

Mounting the Receiving Antenna Separately

In some installations, such as vehicle applications, it may be
necessary to mount the receiving antenna separately from the
Network Receiver. Detaching the receiving antenna allows you
to place the antenna closer to activated Tags and to place the
Receiver in a more advantageous location, such as an
electrical closet or inside a waterproof enclosure.
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AXCESS Inc. provides a ground plane bracket for such
applications (Figure 20).

Ground Plane Bracket

== = -
U\J

Drip Loop

=

Figure 20 Receiving antenna ground plane

fi IMPORTANT! The receiving antenna should be no more than 25
feet by cable run from the Receiver.

[> To mount thereceiving antenna separ ately

1. Cut the coaxial cable with sufficient length to connect the
receiving antenna to the Receiver. The cable length
should not exceed 25 feet.

2. Attach BNC connectors to both ends of the cable.
3. Remove the receiving antenna from the Receiver.

4. Connect one end of the cable to the receiving antenna
connector on the Receiver.

5. Connect the receiving antenna to the top of the ground
plane bracket and the other end of the cable to the
bottom of the connector.

NOTE If installed outdoors, ensure that there is a drip-loop in
the RG-58 cable below the receiving antenna.

6. Position the receiving antenna and ground plane as close
as possible to the area where tags are activated.

7. Theground plane can be mounted in a variety of
positions on walls or poles using the mounting holes and
hardware provided.
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Appendix A: Coaxial Cable

The number one problem encountered during installation is wiring
technique and connectors. Ensure that no stray braid wires are
touching the center contact pin when pushing it into the connector.
This may cause the equipment to function intermittently or with
reduced range. Good wiring techniques will eliminate considerable
troubleshooting time later in the installation.

Required Materials

RG-58/U coaxial cable with 50-ohm impedance (nominal), solid copper
center conductor, 55% tinned copper braid or better, 100% foil shield
coverage (for example, Belden 9310).

3-blade rotary coaxial cable stripper

3-piece crimp type male BNC connector (for example, Amphenol 31-
320). Screw-on connectors are NOT recommended. They short to
ground easily and can be pulled apart.

Diagonal cutters
BNC crimpers

Multimeter with continuity check

Attaching the BNC Connector
1. Cut RG-58/ U coaxial cable and trim jacket.

2. Slip the crimp sleeve over the cable. Place the contact pin onto
the inner conductor. The end of contact and insulator must be
butting and square.

3. Ensurethat the pin goes to center, braid to shield.
4. Crimp with appropriate tooling.

5. Flarethe outer braid and gently but firmly push the contact into
the connector housing until a gentle snap is felt, indicating the
contact is in place.

6. Slip the crimp sleeve in place, butting the flange against the
connector body.

7. Crimp with the appropriate tool.

8. Test for continuity of the inner conductor from connector to
connector. Test for continuity between connectors. Test for
insulation between inner conductor and connectors.
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Coaxial Cable \ 4 1132 P 4 3/16

1/8 P <+

§ \_ Inner Conductor
Braid

Insulator

Sleeve

Inspection Hole

— }WLZ

Crimp Area AJ L—

~
I_|_

Contact Pin

Butting Flange
Plug Body

B

=R

—p| Crimp |
Area

Figure 1 Dimensions for Coaxial Cable Termination
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Appendix B: Advanced Wiegand Configuration
Data Buffering

Setting the Time between Outputs

By default, the Receiver sends Tag data every 1.3 seconds.
Depending on your control panel, you may need to change the
interval between data outputs. Your panel may be able to accept data
faster than once every 1.3 seconds, or it may need a longer interval
between outputs.

To change the interval between Tag outputs, type a number followed
by a capital T. This number is the time in tenths of a second that the
Receiver will wait between Tag outputs. Valid numbers are between 0
and 255. For example, if you want the Receiver to wait 2 seconds
between Tag outputs, type the following:

Changing the Duplicate Tag Buffer

Once a Tag is reported, its information is stored in the Receiver’s
buffer for 12.5 seconds. During which time, the Receiver will not
report duplicate information for that Tag. After 12.5 seconds, if the
Tag’s transmission is still being received, the Tag will be reported
again. If more than ten Tags are received in the 12.5 seconds, the
earliest Tag information is overwritten by new Tag data.

To change the length of time that Tag data will remain in the
duplicate buffer, type a number between 0 and 255 followed by a
capital L:

This number is the time in tenths of a second that a particular Tag®
entry will remain in the duplicate buffer.

For example, if you want the Receiver to wait five seconds before
transmitting duplicate information, type:
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Appendix C: Network Receiver Commands

NOTE All bolded commands are default settings

<number>D  set control TTL output 1 signal duration time in seconds (0-255,5)
<number>E  set control TTL output 2 signal duration time in seconds (0-255,5)
<number>| set Device ID for Network Receiver (0-999)

<number>L  set tag redundancy buffer time in tenths of seconds (0-255, 125)
<number>T  settime between tag read outputs in tenths of seconds (0-255, 13)
<number>W set single valid Wiegand Activator ID (1-250, 127)

<number>+ add new Device ID or Status Code to Valid ID list (0-255, max 34)
<number>- delete a Device ID or Status Code to Valid ID list (0-255, min. 1 entry)
<number>>  add new Device ID or Status Code to Valid Wiegand ID list (0-255, max. 34)

<number><  delete a Device ID or Status Code to Valid Wiegand ID list (0-255, min. 1 entry)
10c turn on TTL output 1 now

11c turn on TTL output 2 now

12c set Wiegand alarm output to OFF

13c set TTL output 1 alarm flag to OFF

l4c set TTL output 2 alarm flag to OFF

15¢ set Wiegand output to ON

16¢c set TTL output 1 valid read flag to OFF

17c set TTL output 2 valid read flag to OFF

18c set tag read serial output to ON

19¢c set Wiegand Activator ID filter to ON

20c set Wiegand/TTL output interrupts to ON

21c set serial output to the long format (RRRAAAFFFTTTTT)
22c set serial diagnostics output to OFF

23c set serial data rate to 4800 baud

24c set serial data rate to 9600 baud

25¢ set serial data rate to 19200 baud

26¢ set Wiegand alarm output to ON

27c set TTL output 1 alarm flag to ON

28c set TTL output 2 alarm flag to ON

29c set Wiegand output to OFF

30c set TTL output 1 valid read flag to ON

3lc set TTL output 2 valid read flag to ON

32c set tag read output to OFF

33c set Wiegand Activator ID filter to OFF

34c set Valid ID list to default values (per V5 list)
35¢ set Wiegand/TTL output interrupts to OFF

36¢ set serial output to short format (AAAFFFTTTTT)
37c clear Valid ID list (except 127)

38c return and display current configuration data

39c set serial diagnostics output to ON

40c return and display Supervisory data

41c enable the Wiegand ID list

42c disable the Wiegand ID list

43c clear Valid Wiegand ID list (except 127)

44c set Valid Wiegand ID list to default values (per V5 list)
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Format of Receiver Commands

All commands issued to the Network Reader are preceded by a numeric entry followed by an
alpha character. Any command that is not preceded by a numeric entry will be ignored.

‘c’ Command Set — used for all commands that do not require entry of a specific numeric
value, such as setting a specific configuration attribute ON or OFF. The format for these
commands is:

<code>c

<code> = a two digit numeric command code that determines the specific action to be
taken by the Receiver. (For example, the command “15c” sets the Wiegand output flag
to ON, and “29c¢” sets the Wiegand output to OFF.)

In addition to ‘c’, there are additional commands that allow the user to input specific values
for certain attributes of the Receiver. The format for these commands is:

<number><character>
<number> = the three-digit ASCII number for the input value.

<character> = an ASCII letter or symbol that determines the specific attribute to be
modified in the Receiver. (For example, the command <number>| is used to set the
Receiver’s Device ID. The <number> value must be within the range specified for each
command in order to be valid.

Commands Supported by the Network Receiver

Global Configuration and Output Control

Command  Description

<number>l | Set Device ID for Network Receiver; valid number = 0 thru 999 (default: 001)
20c Set Wiegand/TTL interrupts to ON; i.e. enable Wiegand/TTL capabilities (default)

35¢ Set Wiegand/TTL interrupts to OFF; i.e. disable Wiegand/TTL capabilities. (Note: Setting
Wiegand/TTL interrupts to OFF via command 35c maximizes the speed at which tag read
data will be processed and output over a serial or TCP/IP connection.)

22¢c Set serial diagnostics output to OFF; i.e. output tag data per configuration settings
(default)

39¢c Set serial diagnostics output to ON; i.e. output tag read data in diagnostic format.

38c Return and display current configuration information; i.e. Device ID, Valid ID list, and

configuration settings/values.

40c Output Supervisory “ping” response; i.e. receiver’s Device ID and firmware.

Configure/Control Serial Output
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Command  Description

23c Set serial data rate to 4800 baud

24c Set serial data rate to 9600 baud

25¢ Set serial data rate to 19200 baud (default)

18c Set tag read serial output to ON; i.e. output tag read data (default)

32c Set tag read output to OFF; i.e. disable tag read data output

21c Set serial output to the long format RRRAAAFFFTTTTT (default) where RRR=
Receiver ID, AAA = Activator ID or Status Code, FFF = Facility Code, TTTTT = Tag ID

36¢ Set serial output to short format AAAFFFTTTTT where AAA = Activator ID or Status Code,
FFF = Facility Code, TTTTT = Tag ID

Configure/Control Wiegand Output

Command  Description

15¢ Set Wiegand output to ON; i.e. report tag read data via Wiegand port. (default)
29c Set Wiegand output to OFF
<number>W | Set single valid Wiegand Activator ID; valid numbers = 1 thru 250 (default)
<number>L | Set tag redundancy buffer time in tenths of seconds; valid numbers = 0 thru 255
(default = 125 or 12.5 seconds)
<number>T | Set time between tag read outputs in tenths of seconds; valid numbers = 0 thru 255
(default = 13 or 1.3 seconds)
19¢ Set Wiegand Activator ID filter to ON, i.e. output only tag data valid per the Wiegand
Activator ID as set by the <number>W command (default)
33c Set Wiegand Activator ID filter to OFF, i.e. outputs all tag reads validated by both the
Wiegand ID and the Valid ID list
12¢c Set Wiegand alarm output to OFF; i.e. do not output data if Status Code = 000
(default)
26¢ Set Wiegand alarm output to ON; i.e. output tag data when Status Code = 000
41c Enables the Wiegand ID list
42c Disables the Wiegand ID list
43c Clears Valid Wiegand ID list (except ID number 127)
44c Sets the Valid Wiegand ID list to default values (per V5 list)
<number> > | Add new Device ID or Status Code to the Valid Wiegand ID list (0 thru 255, max. 34
entries)
<number> < | Delete a Device ID or Status Code to the Valid Wiegand ID list (O thru 255, min. 1 entry)

NOTE The Wiegand filters, buffers and settings do not affect the serial output. Unless Wiegand
output is set to ON via command “15c”, no data will be output via Wiegand regardless of the other

settings.
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Configure/Display Valid ID List

Command  Description

<number>+ | Add new Device ID or Status Code to Valid ID list; valid numbers = 0 thru 255 (Note: Valid
ID list must have a minimum of one entry)

<number>- | Delete a Device ID or Status Code to Valid ID list; valid numbers = 0 thru 255 (Note: Valid
ID list must have a minimum of one entry)

34c Set Valid ID list to default values; i.e. V5 Activator IDs and Status Codes (default)

37c Clear Valid ID list; i.e. delete all IDs/Codes from 000 to 255 except 127 (Note: List cannot
be empty)

38c Return and display current configuration information; i.e. Device ID, Valid ID list, and

configuration settings/values

Configure/Activate TTL Output Control

Command  Description

10c Turn on TTL output 1 now

1llc Turn on TTL output 2 now

13c Set TT: output 1 alarm flag to OFF; i.e. do not turn on TTL output 1 if Status Code =
000 (default)

27¢c Set TTL output 1 alarm flag to ON; i.e. turn on TTL output 1 if Status Code = 000

l4c Set TTL output 2 alarm flag to OFF; i.e. do not turn on TTL output 2 if Status Code =
000 (default)

28¢ Set TTL output 2 alarm flag to ON; i.e. turn on TTL output 2 if Status Code = 000

16¢c Set TTL output 1 valid read flag to OFF; i.e. do not turn on TTL output 1 on valid tag
read (default)

30c Set TTL output 1 valid read flag to ON; i.e. turn on TTL output 1 on valid tag read (per the
Valid ID list)

17c Set TTL output 2 valid read flag to OFF; i.e. do not turn on TTL output 2 on valid tag
read (default)

3lc Set TTL output 2 valid read flag to ON; i.e. turn on TTL output 2 on valid tag read (per the
Valid ID list)

<number>D | Set control TTL output 1 signal duration time in seconds; valid numbers = 0 thru
255 (default =5 seconds)
<number>E | Set control TTL output 2 signal duration time in seconds; valid numbers =0 thru

255 (default =5 seconds)

Receiver Command Responses

The response to a command will be either a two-digit response code or the specific
information requested by a query command. Due to the limited processing capability of the
Receiver, the application software (E-OLS, ActiveTrac) or Third Party manages the process
as follows:

(a) buffers all outgoing commands;

(b) sends commands one at a time (minimum 100 ms delay between commands);
(c) confirms responses; and

(d) resends commands if no response is received within a specified time-out period.
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The following set of response codes are output by the Network Receiver to acknowledge
receipt and processing of configuration and control commands:

Response  Description

00 Command completed successfully (ACK)

01 Duplicate Device ID (response for command <number>+)

02 Valid 1D list full (response for command <number>+)

03 Valid ID list must contain at least one entry (response for command <number>-)

04 Device ID not found (response for command <number>-)

05 Invalid entry (response for <number> commands when value entered is not allowed)
06 Invalid command (response for an invalid or unknown command entry)

The following set of response codes are output by the Network Receiver to query and
supervisory commands:

Response  Description

38c [Content: Device ID, Valid ID list, configuration settings/values; Format: Refer to the
installation section of this manual.]

40c [Content: Device ID, firmware version; Format: Refer to the installation section of this
manual]

The Following sets of output codes are output by the Network Receiver on a timed basis.

Response  Description

* Character output once every minute via the RS-232 and TCP/IP ports to indicate the
receiver is still connected.
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Appendix D: Network Receiver IP Configuration
Instructions

Introduction

The Network Receiver incorporates a small operating system that
provides a Unix™-like interface with a variety of commands. Several
of these commands will be utilized to configure the Network Receiver
for your use. Please refer to Appendix A for a complete description
of the available commands.

|:|'> It will be imperative that the Network Administrator be brought into
the information loop prior to installing the equipment. That individual
will be the one to provide critical information that will be needed to
program the Network Receivers. For example he/she must provide
an IP Address and Subnet Mask for each unit to be put on the
network.

An IP Address is a number that identifies each sender or receiver of
information that is sent across a network.

A subnet is an identifiably separate part of a network, typically
represents all machines in a Local Area Network (LAN). A subnet
mask allows a router to quickly route data by blocking out unneeded
information in an IP address.

A gateway is a router between two dissimilar networks. It is also a
router that the host trusts to send data remotely.

I:> The AXCESS Inc. Network Receiver has been factory-
configured to IP address “192.168.1.200”

Network Interface Log-File Maintenance

The Network Receiver’s ability to access a network or the internet is
possible due to a small on-board computer. The chip set on this
component maintains a cumulative log that is never erased by the
application software. Of 500K of available memory, only half (250K)
is available for non-program events such as logging, internal
processing, etc. Should free memory fall below 64K, available
memory will become critical. It is possible that, over time, this log file
will grow to a size such that memory is depleted and the entire file
system would have to be re-installed. These log files are small —
about 100 bits per boot-up. Therefore, under normal conditions,
log size should not become an issue prior to a planned upgrade
in late March of 2001.
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Note: The following activity may require Administrator authority. It will
also be necessary access a specific Network Receiver from the DOS
prompt using telnet. For example:

C:\telnet XXX XXX XXX. XXX (IP address)

Then at the logon screen, log on to the Tini as previously described.

Checking Memory Status

There are commands that provide a means of monitoring memory
status:

df Displays the amount of free RAM

stats  Displays the current system status information
(including free memory).

gc Runs the system garbage collector to sweep up and
make available collectible memory. This command
only cleans up garbage generated by slush and not
garbage generated by other applications.

Manually Erasing the Log File (requires Admin authority)

1.

Start the Watchdog by entering the command:

wd —p 6000 —i 8000

Get the process ID number by entering the command:
ps

Kill the process by entering:

Kill [process id number]

Erase the axcess.log file by typing:

rm axcess.log

Reboot the Tini by entering:

reboot

The application software will automatically create a new log file upon
boot-up that will again be at its minimal size.

Note: The following pages give additional command information as
supplied by the provider of the Unix""-like interface with Serial
(TTY), Telnet, and FTP servers.
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TINI Firmware

TINI Firmware 1.02, Preview Release 3

i. Introduction

I. System Files
Il. Serial Server
lll. Telnet Server
IV. FTP Server

V. Commands

VI. Changes

Introduction

Slush is a small system shell intended to provide a Unix(tm) like interface with Serial (TTY),
Telnet, and FTP servers.

Slush is less than a full operating system, but more than a simple shell. It provides a way to
view and manipulate the filesystem, as well as control system functions such as the
watchdog timer and network configuration.

The system is designed to be a multi-threaded, multi-user system allowing simultaneous
login sessions. Slush uses a username/password combination to authenticate a login
request. Users can be added and removed from the system by a user with super user
privileges.

The slush program is loaded into bank 7 and executed on every TINI boot.

I. System Files

Slush creates several default system files, placing them in the /etc directory: .tininet, .startup,
and passwd.

The .tininet file contains TINI s hostname and domain name. The default hostname is TINI.
There is no default domain name.

User login information is kept in the /etc/passwd file. The user s name, hash of their
password, and user ID is kept here. Slush has two accounts setup by default. These are:
user "root" with the password "tini", and "guest" with the password "guest".

The admin can place commands to be run on boot in the /etc/.startup file. These commands
will be executed as if they were from a slush prompt. Any .tini files run (i.e. with the java
command) will be forced to run in the background.

The default .startup file looks like:
HHH R
#Autogen d slush startup file
setenv FTPServer enable
setenv TelnetServer enable
setenv SerialServer enable
Ht
#Add user calls to setenv here:
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#it

initializeNetwork

HHHHHHHHHT

#Add other user additions here:

If you want to disable any of the servers, comment out the setenv line for that server. You
can also set other environment variables for the system and for the network servers in the
user setenv area. See the section for each of the servers for a list of user-controlled
environment variables.

Add lines to run in the user additions section at the end of the .startup file.

You can hit the 5 key when slush begins to boot to bypass the .startup file and bring up the
Serial server.

[l . Serial Server

The Serial Server provides TTY login to the slush system.

Configurable options with environment variables:

setenv HISTORY [size] - Size of history command buffer.
setenv BROADCASTS [true/false] - Allow or disallow wall broadcasts. Default
is true.

Note: This variable will not take effect until the server is restarted.

A user can create a home directory (i.e. a directory with the same name as the users
username) in the root directory. When the user logs in, they will be placed in this directory.
Otherwise, the user is placed in the root directory at login.

The user can also place a .login file in their home directory. Every line in this file will be
executed as they would from a slush command prompt. You can comment out lines by
inserting a # at the beginning of a line.

Slush is setup by default to use serial0 at 115200. If you need to change the port, or set the
speed down to 19200, edit Slush.java. Change the SERIAL_PORT and SERIAL_SPEED
and other variables to your needs, and rebuild. For help in the build process, see
Building_Applications.txt.

[1l. Telenet Server

The Telnet server listens on port 23 (the well-known port for Telnet) for connection requests,
and spawns off sessions to handle each request.

Configurable options with environment variables:

setenv TELNET_ALLOW_ROQOT [true/false] - Allow or disallow root to login to Telnet. Default
is true.

setenv HISTORY [size] - Size of history command buffer.

setenv TELNET_TIMEOUT [Number of ms] - Inactivity timeout. 0 is infinite. Default inifinity.

setenv TELNET_WELCOME [file] - File to display on successful login.

setenv BROADCASTS [true/false] - Allow or disallow wall broadcasts. Default is
true.
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Note: These variables will not take effect until the server is restarted.

A user can create a home directory (i.e. a directory with the same name as the users
username) in the root directory. When the user logs in, they will be placed in this directory.
Otherwise, the user is placed in the root directory at login.

The user can also place a .login file in their home directory. Every line in this file will be

executed as they would from a slush command prompt. You can comment out lines by
inserting a # at the beginning of a line.

IV. FTP Server

The FTP server listens on port 21 (the well-known port for FTP) for
connection requests, and spawns off sessions to handle each request.

Configurable options with environment variables:

setenv FTP_ALLOW_ROQT [true/false] - Allow or disallow root to login to FTP.
Default is true.

setenv FTP_TIMEOUT [Number of ms] - Inactivity timeout. 0 is infinite. Default
inifinity.

setenv FTP_ALLOW_ANON [true/false] - Allow or disallow anonymous login.
Default is true.

setenv FTP_LOG_ANON ([file] - Log file for anonymous logins. The

directory (and the
file if it exists) must have "other" write

permission.
setenv FTP_WELCOME [file] - File to display on successful login.
setenv FTP_CONNECT [file] - File to display on connection.

Note: These variables will not take effect until the server is restarted.

V. Commands

Slush has several commands built into the default distribution. You can add new commands
or remove current commands by editing the Slush.java file and recompiling. Dynamic add
and remove of commands is not currently supported, but will hopefully be in the future with
the addition of more reflection

support by the system.

Type help at a slush prompt for a list of available commands, and help <command> for
command-specific help.

At the end of this section is a list of optional commands. The commands are not part of the
standard slush distribution, but the source is included so that you can add them to your slush
and rebuilt. See the optional commands section for more information.

Slush allows you to redirect input and output to commands, as well as running java programs
in the background. Use the < specifier to redirect input from a file, the > specifier to redirect
output to a file, the >& specifier to redirect stdout and stderr to a file, and & to run a java
program in the background. Running slush commands in the background other than the java
command is not currently supported.
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In addition to redirecting output to a file, you can redirect output to null (e.g. java MyProg.tini
> null) to suppress output from this program, or redirect the output to the serial port (e.g. java
MyProg.tini > S0). SO indicates serial0, and is the only serial port supported for this action.
You must have admin privileges to redirect to the serial port, and should not do this if you are
already at a serial server prompt. Slush will bring down the serial server, run the command,
then bring it back up on completion.

Examples:
To run MyProg.tini in the background, redirecting stdin from a file
called file.in, and redirecting stdout and stderr to a file called
file.out, type: java MyProg.tini < file.in >& file.out &

To get a file listing and redirect to the serial port, type: Is > SO

Available commands:

Appends a source file to a destination file.
Usage: append SRC DEST

arp

Displays the current ARP cache entries.
Usage: arp

cat

Displays the contents of a file.

Usage: cat FILE

Changes the current working directory.

Usage: cd DIR

Changes the permissions of a file.
Usage: chmod [[u|o][+]-][r]w|x]] OR [##]

Examples:
To remove user s read and write permission on s.txt
chmod -r-w s.txt <OR> chmod 10 s.txt
To remove other s execute and add read permission on s.txt
chmod o+r-x s.txt <OR> chmod 75 s.txt

Changes the owner of a file.
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Usage: chown USER FILE

Clears the screen. Note: currently only works from a Telnet session. Will possibly work

for a serial
session in a future VT100 friendly release of JavaKit.

Usage: clear

cp
Copies a source file to a destination file.

Usage: cp SRC DEST
Alias: copy

date

Display or set system time information.

Usage: date MMDDYYYYHHMMSS[am | pm] [timezone]

Examples:
To set March 17, 1975 3:35:23, type:
date 03171975033523pm
OR
date 03171975153523

The first call to date above specifies the time in 12 hour
mode, so the "pm" is needed to indicate the correct time of
day. The second call specifies the time in 24 hour mode, so
the "pm" specifier is not given.

You do not need to set all of the date information at once.
If the time on your TINI board is correct, but you want to
alter the day or month, you can specify only the first few
settings.

To set April 5, type:
date 0405

To set April 5 in Central Standard Time, type:
date 0405 CST

To set only the timezone to Pacific Standard Time, type:
date PST

Displays the amount of free RAM. Remember that RAM is both runtime heap
and filesystem memory. There is also a small overhead of approx. 64
bytes incurred on each slush command execution.

Usage: df
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echo

This command echos back a line of text to a stream. System.out (i.e.
the current console) is the default, but you can choose to redirect
the output to a file.

Usage: echo TEXT

gc

Runs the system garbage collector to sweep up and make available
collectible memory. This command only cleans up garbage generated
by slush and not garbage generated by other applications.

Usage: gc

Controls generation of the system log file that is produced on boot.
The log file (/etc/.log) will contain system status messages of the
boot process. With no options to the command, it will print out the
whether or not the log file will be produced on next boot.

You must have admin privileges to use this command.

Usage: genlog OPTION
where options include:
[-e] Enable log.
[-d] Disable log.

help

With no arguments, this command will print out a list of all available commands. It
can also be passed the name of a command to print out specific usage information.

Usage: help [COMMAND]

Displays the current history list. Use !l, I<str>, #, or up and down arrows to access
particular entries.

Usage: history

Displays or sets the system hosthame and domain name. You must have admin
privileges to use this command.

Usage: hosthame NAME

Example:
To set the hosthame and the domain name, type: hostname tinil.dalsemi.com Since
the ".dalsemi.com" domain name was specified, the command set that domain name
for the system.
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To set the hostname only to, type: hostname tinil

This commands allows you to display or configure the TINI's network settings. With
no arguments, the command will display the current network configuration.

If you are changing current information and have any slush network servers running
(Telnet or FTP), this command will bring down those servers, make the network
configuration updates, then bring up the servers again. If you call this command to
set information from a Telnet session, you will be disconnected.

You must have admin privileges to use this command.

Usage: ipconfig [OPTIONS]
where options include:

[-a xx.xx.xx.XX] Set the IP address. Must be used with the -m option.
[-n domainname] Set the domain name
[-m XX.XX.XX.XX] Set the subnet mask. Must be used with —a option.
[-g xX.xx.xX.XX] Set the gateway address.
[-p XX.XX.XX.XX] Set the primary DNS address
[-s XX.XX.XX.XX] Set the secondary DNS address
[-d] Use DHCP to lease an IP address
[-n Release currently held DHCP IP address
[-X] Show all Interface data
[-h xx.xx.xx.XX] Set mailhost
[-C] Commit current network configuration to flash
[-D] Disable restoration from flash
[-f] Dont prompt for confirmation
Example:

To set your IP address, subnet mask, and gateway, type:
ipconfig -f -a 192.168.1.10 -g 192.168.1.1 -m 255.255.255.0

To tell slush to initiate DHCP, type: ipconfig -f -d
To commit the current network settings to flash memory type: ipconfig -C

java

This commands allows you to execute a Java class (.tini) file. This will launch
another process to begin executing the file. If you do not specify to run the program
in the background (i.e. give a & at the end of the command) then you will not be
returned a slush prompt until your program finishes executing. See the Kill
command for information on how to stop a running process.

If you are running from a Telnet session and run a program in the background, you
will see the output from your program as well as the slush prompts from your current
Telnet session. However, because of serial port sharing issues, if you run a program
in the background from a Serial Session prompt, you will not see the output of your
program. Either run your program in the foreground on the serial server, or redirect
the output of that program to a file.
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The new process that is launched will inherit its parent s System properties. You can
specify other properties with the -Dkey=value specifier. You must have execute
privileges for the given file.

Usage: java FILE.tini

Examples:
To run a program in the background and redirect the output
from this program to a file, type:
java Pepe.tini > out.txt &

To run this same program in the foreground, leave off the
&:
java Pepe.tini > out.txt

You can also redirect input:
java Pepe.tini < in.txt > out.txt

If you want to run your program in the background, but do not want to see the output
of the running program, type: java Pepe.tini > null

You can also choose to redirect the output to the serial port. You must have admin
privileges, and should not do this if you are already at a serial server prompt. Slush
will bring down the serial server, run the program, then bring it back up on completion
if you run in the foreground:

java Pepe.tini > SO

The SO specifies serial0, and is the only supported serial
port for this operation.

To set the System property "badgers" to be "furry":
java -Dbadgers=furry Pepe.tini

Use this command to kill a currently running process. To see the running processes
and get the process ID associated with a process, type "ps" at a slush prompt. You
must be either be admin or own the given process to kill it.

Usage: kill PROCESS_ID

Log the current user out of the system and end the current session. If the user has
used the "su" command, logout will pop one level off the login stack. That is, if guest
logs in, uses su to become root, then types logout, the user will still be logged in as
guest. Logout again will log the user completely off of the system.

Usage: logout
Alias: bye, exit, quit

Is

Displays a listing of the files in a directory, or information on a specific file.

Usage: Is [option] [FILE] where options include:
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[]] Show all file attributes

Alias: dir
Example:
The directory listing:
total 5
drwxr-x lroot admin 3 Jan 05 04:06 .
drwxr-x lroot admin 1 Jan 05 04:06 ..
-TWXr-- lroot admin 28 Jan 05 04:06 .tininet
-TWX--- lroot admin 225 Jan 05 04:06 .startup
-FWXr-- root admin 101 Jan 05 04:06 passwd

The permissions for passwd, from left to right, indicate NOT a directory(-), owner-
read(r), owner-write(w), owner-execute(x), world-read(r), NOT-world-write(-) and
NOT world-execute(-). The owner is listed as root. The admin entry indicates group
admin. Slush does not support different groups, but this entry is here for Unix listing
compatibility for the FTP server. Its size is 101 bytes, created on Jan 5 at 4:06am
(GMT).

Creates a specified directory.

Usage: mkdir DIR
Alias: md

mv

Moves a specified file to a destination. Can be also used to rename a file.

Usage: mv SRC DEST
Alias: move

Displays the name or IP of the given argument.

Usage: nslookup [NAME | IP]

Sets the password for a given user. If no user is specified, the current user is
assumed. You must either be the specified user, or have admin permissions to run
this command.

Usage: passwd [USER]

Sends ICMP echo request packets to network hosts.

Usage: ping HOST [number of pings]

Displays a list of the currently running processes and the process ID for each.

Usage: ps
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Displays the current working directory.

Usage: pwd

Shuts down all slush servers and cleanly reboots the system. You must be admin to
use this command.

This command allows you to request that the heap be cleared on reboot. This
results in the same clean state as if you had cleared the heap with b18 0 in
JavaKit. It also has the added benefit of a significant speed increase for the system.
Since the heap will be cleared on reboot, the underlying TINIOS does not have to do
expensive POR protection.

Usage: reboot [option]
where options include:
[-f] Dont prompt for confirmation
[-h] Clear heap on reboot.
[-a] Clear heap and system memory on reboot.

Deletes a given file.

Usage: rm FILE
Alias: del

Deletes a given directory.

Usage: rmdir DIR
Alias: rd

Sends an email to designated recipients separated by commas. Begin typing the
email, then place a . on the last line by itself and hit <Enter>to send. Sendmail will
prompt for any information not given on the commandline.

Usage: sendmail [options] [RECIPIENT(s)] [CC s] TEXT
where options include:

[-f fromAddr] From address. If not specified, the default uses the current system
settings for: USER@HOSTNAME.DOMAINNAME

Set a given variable to the value in the current environment. With no parameters, the
command will print out the current environment.

Usage: setenv VAR VALUE

Executes each line in a file as if it were given at a slush prompt.
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Usage: source FILE

Displays the current system status information.

Usage: stats

Starts up the specified slush server. You must be admin to use this command.

Usage: startserver [options]
where options include:

[-s] Serial Server

[-t] Telnet Server

[-f] FTP Server

Shuts down the specified slush server. You must be admin to use this command.
You can also use this command to disable the slush boot messages that go to serialO with
the -d option.

Usage: stopserver [options]
where options include:
[-s] Serial Server
[-d] Disable console output. Used only with -s.
[-t] Telnet Server
[-f] FTP Server
Alias: downserver

Assume the identity of the specified user. Assumes root as default.

Usage: su [USER]

Sets the last modified time to the current time. If the file does not exist, the
command will create a new 0 length file.

Usage: touch FILE

Adds a user to the list of known users for the system. You must provide the
username, password, and user ID for the new user. The command will prompt for
any information not supplied on the commandline.

Valid user ID s range from 0 to 255. All ID s large than 127 will have super user
privileges. The user ID of 0 is reserved for guest login, 128 is reserved for root. You
must be an admin to use this command.

Usage: useradd [OPTIONS]
where options include:
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[-n username] Name of the new user
[-p password] Password for the new user
[-iuserid] New usersID

Removes the given user from the system. Multiple users can be specified separated
with spaces. You must be an admin to use this command.

Usage: userdel USER(S)

wall

Broadcast a message to all logged in users. The wall command can be disabled with
the environment variable "BROADCASTS" set to "false".

Usage: wall MESSAGE

Sets or displays the slush watchdog timer settings. With no arguments, displays the
current settings. This allows the user to protect against a system hang situation.
You must be admin to use this command.

Usage: wd [options]
where options include:
[-iinterval]  Set watchdog interval (ms). Must be used with -p option.
[-p interval] Set the feed interval (ms). Must be less than watchdog interval.
[-s] Stop the current watchdog timer.

Displays all users currently logged into the system.

Usage: who

Displays the current user s username.

Usage: whoami

Optional commands:

These commands are located in the src\Optional\SlushCommands directory.
Because of size restrictions, to use them you might have to remove a current slush
command. Edit Slush.java, go to the initializeShellCommands() method, comment
out the command you are removing, then add a new line for the new command.
*Remember to delete the class files under the slush\bin directory and rebuild.
Otherwise, that old command s class file will still be built into your build (thus making
your build too big).

When you build slush, TINIConvertor will report the size of the applet in a line similar
to: Total Application length: 46438
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As long as the number reported is less than 65281, your slush build is under the
maximum size restriction.

Compares two files byte for byte.

Usage: diff FILE1 FILE2

Starts a thread that will send the free RAM to the given port on a specified
millisecond interval. Run the associated MemDisplay program (in the examples
folder) on a host computer to see the output.

Usage: pollmemory [options]
where options include:
[-i interval] Report interval (ms).
[-p port] Portto use.
[-s] Stop the current memory reporter.

Configures and sets the operating options for PPP connections.

Usage: ppp [options]
where options include:

[-a xx.xx.xx.xx] Set local IP address
[-c] Close connection
[-p password] Set login password
[-r xx.xx.xx.xx] Set remote IP address
[-u username] Set login username
[-s] Start server
[-d] Start client

This command provides a basic vi like text editor.

Note: currently only works from a Telnet session. Will possibly work for a serial
session in a future VT100 friendly release of JavaKit.

Sled supports a subset of vi features. Some of the more common things sled
supports are:
Insert/Normal mode:

Inserting: i,l,0,0,a,A,5,SC,ew,p, ., IR, &,

Deleting: dw, D, x

Movement: w, b, ", $, G, H, L, M, M, Ad, *u, *b, *, h, j, k, I, m,

Searching: ?,/,n,N

Misc: J, vy, ZZ

Command mode:
Search & Replace: :[range]s/oldStr/newStr/[options] where [range] can be % (file
global), start,end to limit to between start and end lines inclusive, or nothing for
current line only.

[options] can be any combo of ¢

(confirm), g (line global), or i (case insensitive search)

© 2002, AXCESS Inc. 750.001.005 R0O000 59



Network Receiver /{\AXCESS INC.

Text Movement : :[range] move [addr] (move lines in range to addr) :[range] d
(delete lines in range) where range can be line numbers or marks separated by a ,
(e.g. :a,b move \)

addr can be ., $, or aline number
Set : Only set option currently supported is IC (make searches case

insensitive.)

line)

Saving/Exiting : x, wq, w!, w [new filename]
Misc . e (edit new file), r [filename] (insert this file): lineNumber (goto that

Sled supports an unlimited undo buffer.

There are *many** things that sled does not currently support. Some of the most

notable:

Tab support:  Right now, sled replaces any tabs with 5 spaces.

ctrl-v: Insert control characters. (i.e. the user types ctrl-v, the next thing
typed such as a ctrl-M should be taken literally.) Some mark cmds:
Mark yanking and mark deleting are not totally supported.

You cant:

ma (set a mark on current line, call it a) <move cursor>ya (copy from current pos

to the line marked by a.)

But you can:

ma (set a mark on current line, call it a) <move cursor> mb (set a mark on current
line, call it b) <move cursor> :a,b copy. (Copy from a to b and place it on the
current line.)

Hint: use refresh (CTRL-) if you feel what you see on the screen isnt what really is
there. This will repaint the screen and correctly set the cursor in the correct position.

Usage: sled [FILE]

VI. Changes

- For a complete list of system changes, see Changes.txt

- The items in this list are exact copies of entries in the Changes.txt file. They are
placed here for convenience, and are here either because they are direct slush
fixes/updates, or they impact slush directly.

- Slush now implements a CommPortOwnershipListener. When another application
attempts to open the port used by the serial server, slush will shut down the server
and relinquish the port. Once the port is free again, slush will restart its serial server.
This behavior can be changed by adding a "serial.server.properties" file to the "etc"
directory of the file system. This property file should have a key of
"automatic.shutdown" with a value of "true" or "false". For example, to have the
serial server *NOT* shut down when someone attempts to open its serial port add
the following line to the file:
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Problem: Some Slush commands would throw an ArraylndexOutOfBounds exception
when incorrect/incomplete arguments were given.

Since: TINI 1.02.p1

Description: GetOpt would sometimes move on to the next argument without making
sure there was a next argument.

Solution: Change to always check to make sure that the next argument exists. Also
added support for instant failure , if GetOpt runs into a character or argument it
doesnt know what to do with, if the format string used to create GetOpt
starts with a !, it fails on this argument. Default behaviour is to leave the argument
for the application.

Problem: Source would cough up an "ERROR:Unknown Command" on blank lines of
scripts.

Since: Beta
Description: Source did not check for empty lines.

Solution: Source now checks for empty lines before trying to execute them.

Problem: The slush Source command makes it hard to do any infinite loop scripts
and stulff.

Since :Beta
Description: It could use some scripting power.

Solution: Added some scripting functionality. The following are supported:
1. Executes a line forever.
WHILE TRUE
normal-command-line
2. Executes a line a set number of times.
FOR <int>
normal-command-line
3. Compound statements can be used in place of
"normal-command-line".
WHILE TRUE
{
do-something-1
do-something-2
do-something-3
}
4. Command line parameters.
java echo.tini $1 $2 $3 $4 $5
Parameters which do not exist will be replaced with ™.

Problem: Optional PPP slush command does not reflect changes to PPP API.

Since: 1.02.p1
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1.02.p1

Description: Optional PPP slush command does not reflect changes to PPP API.

Solution: PPP command source has been updated.

Problem: Slush password hashes were insecure--created by appending the
password to the username.

Since: Beta

Description: This is insecure because username root, password tini hashes to the
same result as roott, ini does. An attacker could guess the password in linear time.

Solution: Hash (username + ":" + password)

Problem: The AddUser command in Slush checked to see if a user existed in the
password file by using the String.startsWith() method on each line of the password
file.

Since: Beta

Description: This is a problem if a user "user_admin" existed, and you wanted to
create a user named "user". The operation would fail.

Solution: Parse the password from the file entry, compare using the String.equals()
method.

Problem: SLUSH ipconfig command changing PPP interface parameters.

Since: introduction of PPP

Description: Until this release the -a, -m and -g options made changes to the default
interface. If PPP is running as the default interface using the ipconfig command
would change parameters of the PPP link. PPP interface address assignment should
only be configured via the PPP class.

Solution: now the -a, -m, -g options only change the ethernet interface.

Problem: none

Since: introduction of SLUSH

Description: Changed nomenclature of loopback network interface. Interface name
changed to "lo" from "localhost". Interface type changed to "Local Loopback" from
"Ethernet".

Solution : none
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