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Notices 
Informat ion provided in th is manual is a resu lt  of the design and 
development of AXCESS Inc. products and is subject  to change 
withou t not ice. It  applies only to cu rrent AXCESS Inc. RFID systems. 

No part  of th is manual may be reproduced, t ranslated or  t ransmit ted, 
in any form or  by any means, withou t the pr ior  wr it ten consent of 
AXCESS Inc. 

FCC Rules 
Note:  This equ ipment has been tested and found to comply with the 
limits for  a Class B digital device, pu rsuant to Part  15 of the FCC 
Ru les.  These limits are designed to provide reasonable protect ion 
against  harmfu l in ter ference in a resident ial installat ion. This 
equ ipment generates, uses, and can radiate radio frequency energy 
and, if not  installed and used in accordance with the instruct ions, 
may cause harmfu l in ter ference to radio communicat ions.  However, 
there is no guarantee that inter ference will not  occur in a par t icu lar  
installat ion.  If th is equ ipment does cause harmfu l in ter ference to 
radio or  television recept ion, which can be determined by tu rning the 
equ ipment off and on, the user is encouraged to t ry to correct  the 
inter ference by one or  more of the following measures: 

·  Re-or ient  or  relocate the receiving antenna 

·  Increase the separat ion between the equ ipment and receiver  

·  Connect the equ ipment into an ou t let  on a circu it  different from 
that to which the receiver  is connected 

·  Consu lt  the dealer  or  an exper ienced radio/ TV technician for  help 

Responsibilities 
·  AXCESS Inc. declines all liability for any damage that might result from 

any errors or omissions in this document or from improper installation. 

·  AXCESS Inc. can only guarantee the correct operation of its products if 
they are used with the software programs, systems, and consumables 
supplied or authorized in writing by AXCESS Inc. 

·  AXCESS Inc. recommends keeping the original packaging for 
transporting the equipment later. 

Registered Trademarks 
Product names ment ioned herein may be trademarks and/ or  
registered trademarks of their  respect ive companies. 
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Customer Service 
AXCESS Inc. toll-free support  l ine is 1-800-577-6080.  

U.S. Patents 
4,816,901 4,843,466 4,847,677 6,294,953 

4,849,807 4,857,991 4,857,993  

4,914,508 5,140,412 6,034,603  

Other patents pending. 
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General Installation Information 

Safety 
 

Personal safety is of first  importance in the performance of any job. 

·  Installat ion and configu rat ion of the Act iveTag system shou ld 
only be performed by exper ienced installers. 

·  Where pract ical or  requ ired by code, all wir ing shou ld be enclosed 
in condu it , or  equ ivalent protect ion, firmly anchored to stu rdy 
structu ral elements and protected from mechanical damage. 

·  Hand tools shou ld be of good quality and proper ly maintained. 

·  Hand tools shou ld be used in the applicat ions for  which they 
were intended. 

·  Always wear eye protect ion when using power tools. 

·  When dr il l ing or  cu t t ing, do not damage wires, pipes or  structu ral 
components. 

·  When install ing antennas and related equ ipment above a ceil ing, 
make su re they are proper ly at tached to a structu ral member and 
accessible for  maintenance. 

Information Flags 
 

Informat ion flags in th is document draw your at tent ion to important 
informat ion: 

 
IMPORTANT! 

Provides essent ial in format ion to the user that  will ensure 
proper operat ion of the hardware or  software. If th is advice is 
not followed, system recovery can be difficu lt  or  t ime-
consuming. ALWAYS READ THESE ITEMS. 

 
NOTE 

Provides helpfu l in format ion that can make the installat ion go 
more smoothly and qu ick ly. 

 
TIP 

Provides usefu l in format ion to the user on a part icu lar  
procedure or  technique. 

 

����
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Hand Tools, Equipment and Materials 
 

The following are requ ired and recommended hand tools, equ ipment 
and mater ials necessary for  the successfu l configu rat ion and 
installat ion of the Network  Receiver : 

Required 

·  RG-58/U coaxial cable with 50-ohm impedance (nominal), solid 
copper center conductor, 55% tinned copper braid or better, 
100% foil shield coverage (for example, Belden 9310). Finished 
length should be no more than 25 feet. If installed outside, the 
cable should be rated for direct burial. 

·  3-piece crimp type male BNC connectors (for example, 
Amphenol 31-320). Connectors can be damaged during 
crimping. Having more than two on hand for each cable made is 
recommended. 

·  A computer or terminal device to configure the Receiver 

·  A terminal communication program such as HyperTerminal 
(standard with MS Windows installations) 

·  A straight-through (one-to-one) DB9 male to female serial cable.  

IMPORTANT!  DO NOT use a null-modem cable or a null-
modem adapter. 

·  Tape measure 

·  Power drill and bits 

·  Phillips and flathead screwdrivers, including a very small 
flathead screwdriver 

·  Needle-nose pliers 

·  Diagonal cutters 

·  Wire strippers 

·  Three blade rotary coaxial cable stripper 

·  BNC crimpers 

Required for Wiegand Output  

·  Receiver Wiegand output is standard SIA 26-bit. The Receiver 
outputs Data Zero, Data One and Ground. Wires between the 
Receiver and the Wiegand control panel should be 18 AWG and 
no longer than 500 feet. The wires should be green for Data 
Zero, white for Data One, black for Common Ground and red for 
5V DC.  

����
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Required for Serial Output 

·  A straight-through (one to one) RS-232 cable of sufficient length 
to connect the Receiver to the system PC. It is recommended 
that the cable not exceed 50 feet in length. One end of the cable 
should be a male DB9 connector. 

Required for Network Output 

·  RJ-45 cable for connecting to the LAN 

Recommended 

·  Ladder 

·  Fishing line – 15 lb. test  for  pu ll ing cable 

·  Tie wraps and anchors 

·  A pair  of walk ie-talk ies if more than one installer  wil l be 
on site 

·  Laptop computer  to connect to Receivers and Act ivators 
easily 

·  Instruct ions for  all th ird par ty devices 
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Overview 

The Network  Receiver  incorporates a small operat ing system that 
provides a UnixTM-l ike inter face with a var iety of commands. Several 
of these commands will be u t i l ized to configu re the Network  Receiver  
for  your use. Please refer  to Appendix C for  a complete descr ipt ion of 
the available commands. 

Front Panel

PWR LF
UHF

RX TX
DATA

RX TX

������ ���
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�������	
 ��
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Figure 1  Front panel of the Network Receiver 

 

Back Panel

9VDC+5VGD1D0 RS-232 GND 24VDC

 

Figure 2  Back panel of the Network Receiver 

Specifications 
 

Power 
 

Adapter 
(Serial 
Receiver) 

110 VAC to 5VDC – plugs into a 110V AC outlet 
(supplied) and delivers 400 mA of current to power 
the Receiver 
 

Adapter (IP    
Receiver) 

110 VAC to 9VDC – plugs into a 110VAC outlet 
(supplied) and delivers 500mA of current to power 
the Receiver 

Alternate 
power Input 

24VDC, 400mA 
 

 

The power input jack on the back of the Receiver (bothSerial & 
IP) is labeled “ 5VDC”  even though the actual input for the IP 
Receiver power supply is 9VDC as described above.  

 

Dimensions 
 

Height 1 inch 
 

Width 4.5 inches 
 

Depth 5.5 inches 

Important 
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Functions & Features 
 

The Network  Receiver  has the following funct ions: 

·  Decode the signal received from the Tag via the receive antenna. 
The Receiver  converts the data to a format usable by a computer  
or  Wiegand control panel for  fu r ther  data processing 

·  Filter  Tag informat ion according to its configu rat ion sett ings 

·  Send the data to a control device or  a computer  

·  Ou tpu t control signals for  act ivat ing TTL ou tpu ts or  alarm points 
on panels 

 
The Network  Receiver  has the following featu res: 

Filters 
The Receiver  can be configu red to report  only selected Tag data. For 
example, the Receiver  can be programmed to respond to specific 
Act ivators in a mu lt i-Act ivator  environment. Configu rat ion fi lters also 
determine speed of the informat ion is reported via the Wiegand 
inter face. 

Serial Output 
The Receiver  communicates using the EIA-232 standard, more 
commonly known as RS-232C. It  can connect to a communicat ions 
port  on a computer  or  any device that accepts RS-232C data. 

Wiegand Output 
The Receiver  can be configu red to send Secur ity Industry Associat ion 
(SIA) 26-bit  Wiegand data to control panels. The Receiver  connects to 
the Wiegand port  on the control panel by three wires – Data One, 
Data Zero and Ground. 

IP Output 
The Receiver  can be configu red to connect to an IP Network .  The 
unit  wil l need a stat ic IP address 
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Configuring the Network Receiver 
The Network  Receiver  receives the Tag’s broadcast signal via its 
receiving antenna and sends the Tag data to a PC or  control device 
based on how it  has been programmed to respond to the Act ivator  ID. 

The following items are necessary for  the successfu l configu rat ion of 
the Network  Receiver : 

·  A computer with a terminal program and a free communications port 

·  A standard one-to-one computer modem RS-232 cable with a DB9 male 
connector (Receiver end) and a suitable connector for the PC/terminal 
end 

IMPORTANT!  Do not use a null-modem cable or null-modem adapter. 

Receiver Defaults 
 

The Network  Receiver  has factory defau lt  set t ings that can be 
modified with commands given to the Receiver  via Windows 
HyperTerminal. 

·  Wiegand and TTL output capabilities enabled 

·  Wiegand and serial output is enabled 

·  Tag data with any valid Activator ID will be output 

·  No Wiegand data will be output for panic or tamper Tag alarms or for 
beacon reads. 

·  Diagnostics are turned off 

·  Serial output is set at 19200 baud with long format 

·  Receiver ID is 001 

Connecting Power 
 

All Network  Ser ial Receivers come with a 5VDC, 400mA power 
t ransformer (9VDC, 500mA for  IP) that  plugs into a 110 V AC ou t let . 
If uninterrupt ible power is an issue, a backup battery or  UPS can be 
used. Alternat ive power may be obtained by the 24 V DC, 400 mA 
connector  located on the back  panel. 

 

To connect power  to the Network Receiver  

1. Ensure that the 110 V AC ou t let  is near the Network  Receiver  
and is easily accessible. 

����
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2. Plug the AC adapter  into the jack  labeled 5VDC on the back  of 
the Receiver  (see note on page 11). 

3. Plug the unit  in to the power ou t let . 

Connecting to a Computer 

 
To connect a PC to the Receiver  

1. Attach the DB9 male connector of the RS-232 cable to the RS-232 port 
on the Receiver. 

2. Attach the other end of the RS-232 cable to the computer 

Communicating with HyperTerminal 
 

Commands are given to the Receiver  via Windows HyperTerminal 
 

To establish communication between Windows HyperTerminal and the 
Receiver  

1. From the Star t  bu t ton on the desk top, select  Programs > 
Accessories > Communications > HyperTerminal. 

2. Double-click  the Hypertrm.exe icon to launch the applicat ion. 

3. Enter  any name for  the connect ion in the Name box, select  the 
first  icon (Figu re 3), and click  OK. 

 

Figure 3  Enter a name for the connection 

 

4. Select  the com port  to which the Network  Receiver  is connected 
from the Connect Using drop-down list  (Figu re 4) and click  OK. 
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Figure 4  Select a Com port 

 

5. Enter the following information in the Com Properties dialog box: 

Bits per second 19200 

Data Bits 8 

Parity None 

Stop Bits 1 

Flow Control None 

6. Click  OK. 

Receiver Responses 

All commands have the basic format of <number><character>. 
It  is unnecessary to press the Retu rn key after  typing the 
command. 

The Network  Receiver  will have the following responses when 
a command is given: 

Command Receiver Code Responses 
  

00 Command completed successfully 
  

05 Value entered is out of bounds 
  

06 Invalid or unknown command 
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Setting Up a Wiegand System 

Responding to Activator IDs 

By defau lt , the Receiver  will only ou tpu t Wiegand data from 
Tags act ivated by Act ivator  ID 127.  Use the following 
commands to modify the way the Receiver  responds to 
Act ivator  IDs. 

Command Action 
  

<number>W Change Activator ID 
(This is known as the Wiegand ID. The default is to 
only output reads corresponding with this Activator) 

  

33c Respond to multiple Activator IDs 
(Wiegand output of the Receiver will now include all 
tag reads from Activators listed as valid Activator IDs 
for serial output in addition to the Wiegand ID) 

  

19c Disable multiple Activator IDs 
(Returns the Wiegand output to the single Wiegand 
Activator ID) 

 

Alarm Output 

By defau lt , the Network  Receiver  does not ou tpu t Tag data 
contain ing alarm codes from Panic and Tamper Tags via the 
Wiegand port . Use the following commands to enable or  
disable alarm data ou tpu t. 

 

Command Alarm 
  

26c Enable output Tag data containing alarm codes 
from Panic or Tamper Tags 
(By default, the Receiver does not output alarm data) 

  

12c Disable alarm data output (Default) 
 

Setting Up a Serial or LAN System 

Setting the Baud Rate 

The following commands are available for  configu r ing the 
Network  Receiver ’s ser ial por t : 

Command Action 
  

23c Set baud rate to 4800 
  

24c Set baud rate to 9600 
25c Set baud rate to 19,200 (default) 
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Serial Output Format 

The defau lt  format for  Tag data sent ou t the ser ial por t  of the 
Receiver  is: 

 

R R R A A A F F F T T T T T LF CR 
 

R = Receiver ID 

A = Activator ID 

F = facility code 

T = Tag ID number 

LF = Line Feed 

CR = Carriage Return 

To make the Receiver  backwards compat ible with AXCESS NT 
132 systems, type: 36c. The ser ial ou tpu t will now have the 
short  format. To retu rn to the long format (defau lt ), type: 21c 

Optimizing Serial Output 

The speed at  which the Network  Receiver  processes data can 
be maximized by eliminat ing extra steps requ ired to ou tpu t 
Wiegand data and check  TTL ou tpu t control set t ings. Use the 
following commands to opt imize the ser ial ou tpu t: 

Command Action 
  

29c Turn off Receiver’s Wiegand output 
  

15c Restore Wiegand output (Default) 
  

35c Disable TTL outputs 
(If your installation does not require TTL outputs, 
the serial output can be optimized by disabling 
them. This will also disable Wiegand outputs) 

  

20c Restore TTL output operations 
 

TIP  When the Network Receiver is sending data via the serial port, 
the LED labeled DATA TX will alternately flash from red to green. 
Observing this LED on the front of the unit will help in verifying 
proper operation of the Receiver. 
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Responding to Activator IDs 

The Receiver  will only ou tpu t Tag data via the ser ial por t  if it  
contains a valid Act ivator  ID. 

By defau lt , The Network  Receiver  accepts Tag data from 
Act ivators with the following IDs: 

      

0 3 13 14 21 22 
      

24 27 33 34 44 47 
      

52 55 57 58 69 70 
      

72 75 80 83 93 94 
      

100 103 105 106 113 114 
      

124 127 254 255   
 

Figure 5  Default Activator IDs 

Editing Activator IDs within the Receiver 

Use the following commands to add, delete and reset the 
Act ivator  ID numbers with in the Receiver : 

Command Action 
  

<number>- Delete unwanted ID(s) from the Receiver’s list 
  

37c Remove all accepted Activator IDs 
(Receiver will still pass default ID 127) 

  

<number>+ Add an Activator ID 
  

34c Reset the list to the valid Activator ID numbers 
 

When edit ing the Act ivator  IDs with in the Receiver , you  may 
observe the following error  codes. 

Code Reason 
  

04 Trying to delete an ID that has not been 
programmed 

  

03 Trying to delete all IDs. Must be at least one ID. 
  

02 Trying to enter more than 34 IDs – the max.  
(Delete some Activator IDs on the list to make room) 

  

01 Duplicate entry 
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Setting the Receiver ID 
 

Receiver  IDs are used by Act iveTrac software to determine from 
which zone a Tag reported. By defau lt , the Receiver  ID is 001. To give 
the Receiver  a new ID, type:  

<number>I      (<number> = a number between 000 and 999.) 

Enabling TTL Outputs (Logic Control) 
 

The Network  Receiver  has two TTL ou tpu ts (Transistor-Transistor-
Logic). Each can be set to go from Low (inact ive) to High (act ive) upon 
a Tag read. The ou tpu t level is 3.3 V DC. The following table provides 
a list  of configu rat ion commands: 

TTL Output 1 TTL Output 2 Action 
   

<number>D <number>E Set length of action signal in seconds. 
Valid numbers are 000 – 255. Default: 
005 seconds 

   

10c 11c Pulse the  output to go from Low to 
High 

   

16c 17c Deactivates TTL output for a valid Tag 
read. Default. 

   

30c 31c Activate TTL output for a valid Tag read. 
   

13c 14c Do not activate TTL output when the 
alarm code is received from a Panic or 
Tamper Tag. Default. 

   

27c 28c Activate TTL output when an alarm 
code received is from Panic or Tamper 
Tag 
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Viewing Configuration Settings 

To view the cu rrent configu rat ion sett ings of the Receiver , type: 38c 

An example of how the receiver  will respond: 
 

04 Ser i al  Act i vat or s 

127| 33| 34| 106 

04 Wi egand Act i vat or s 

127| 33| 34| 106 

Conf i g:  DDDD DDDD DD* D D=005 E=005 I =001 L=125 T=013 W=127 
 

Serial Activators 

Lists the Act ivator  ID’s which are passed ou t the RS-32 and TCP/ IP 
ports when the Ser ial l ist  is enabled (by defau lt  th is l ist  is enabled). 

Wiegand Activators 

Lists the Act ivator  ID’s which are passed ou t the Weigand port  when 
the Wiegand list  is enabled (by defau lt  th is l ist  is disabled). 

Config 

Current set t ings on the receiver  unit .  Each D or  * represents one 
sett ing on receiver . D = Defau lt  *  = Changed sett ing) 

Default Settings  

1. Wiegand data ou tpu t on alarm, when enabled any alarm read 
from a tag (Act ivator  ID 000 ) wil l cause the tag informat ion to be 
ou tpu t the Wiegand port . Defaul t  OFF “ 12c”   

2. TTL ou tpu t 1 on alarm, when enabled any alarm read from a tag 
(Act ivator  ID 000 ) wil l cause TTL 1 to be tr iggered. Defaul t  OFF 
“ 13c”  

3. TTL ou tpu t 2 on alarm, when enabled any alarm read from a tag 
(Act ivator  ID 000 ) wil l cause TTL 2 to be tr iggered. Defaul t  OFF 
“ 14c”  

4. Wiegand data ou tpu t, allows the user to disable or  enable the 
Wiegand ou tpu t. Defaul t  ON “ 15c”  
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5. TTL ou tpu t 1 on valid read, when enabled any read from a tag  
will cause TTL 1 to be tr iggered.  Defaul t  OFF “ 16c”   

6. TTL ou tpu t 2 on valid read, when enabled any read from a tag  
will cause TTL 2 to be tr iggered.  Defaul t  OFF “ 17c”  

7. Ser ial data ou tpu t, allows the user to disable or  enable the RS-
232 or  TCP/ IP ou tpu t. Defaul t  ON “ 18c”  

8. Wiegand Act ivator  ID fi lter , enables or  disables the single 
Act ivator  ID in the config l ine (i.e. W = 127). Defaul t  ON “ 19c”   

9. Ser ial Data format, Sets the ser ial data format to long or  short  to 
support  older  versions of the Axcess RFID products. Defaul t  
Long “ 21c”  

10. Diagnost ic mode, enables or  disables diagnost ic mode. If in  
diagnost ic mode the receiver  will ou tpu t data the Wiegand, Ser ial 
and TCP/ IP withou t check ing the Act ivator  ID fi lter . Defaul t  OFF 
“ 22c”  

11. TTL and Wiegand Timers, enables or  disables the t imers for  the 
TTL and Wiegand ou tpu ts. Defaul t  ON “ 20c”  

12. Wiegand Act ivator , enables or  disables the Wiegand Act ivator  l ist . 
Default OFF “ 42c”  

D=005  E=005 

Time in seconds that the TTL Outpu ts will go from LOW to High (from 
0 V DC to 5 DC).  This value can range from 1 to 255 seconds.  D is 
TTL Outpu t One and E is TTL Outpu t Two. Defaul t  005 

I=001 

This Receiver  ID, th is value can range from 001 to 255. Defaul t  001 

L=125 

The per iod of t ime the receiver  will not  ou tpu t any addit ional tag 
reads of duplicate tag ID’s, new tag ID’s will st i l l  be ou tpu t, ou t  the 
Wiegand port . The above value is 12.5 seconds. Defaul t  125 

T=013 

The per iod of t ime between tag ID’s being ou tpu t the Wiegand port . 
This is bu ffer  is used to prevent the tag ID’s from being sent to fast  to 
the Wiegand panel. The above value is 01.3 seconds. Defaul t  013 

W=127  

The Act ivator  ID which data will be ou tpu t on to the Wiegand port , if 
enabled. (by defau lt  th is l ist  is enabled). 
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Assigning an IP Address 
It  is imperat ive that pr ior  to install ing the equ ipment you  obtain the 
IP Address, subnet mask  and gateway (if applicable) for  each unit  to 
be pu t on the network . This cr it ical in format ion is provided by the 
Network  Administrator  and is needed to program the Network  
Receivers. 

IP Address – (Internet Protocol address) The address of a computer  
at tached to a TCP/ IP network . Every client  and server  stat ion must 
have a unique IP address. Client  workstat ions have either  a 
permanent address or  one that is dynamically assigned to them each 
dial-up session. IP addresses are wr it ten as fou r  sets of numbers 
separated by per iods; for  example, 204.171.64.2 

Subnet – a division of a network  into an interconnected, bu t 
independent, segment, or  domain, in order to improve performance 
and secur ity. A subnet mask is a binary pattern that  is stored in the 
client  machine, server  or  rou ter  and is matched up with the incoming 
IP address to determine whether to accept or  reject  the packet. 

Gateway – a computer  that  per forms protocol conversion between 
different types of networks or  applicat ions. It  also can act  as a go-
between two or  more networks that use the same protocols. In th is 
case, the gateway funct ions as an entry/ exit  point  to the network .  

NOTE  The AXCESS Inc. Network Receiver has been factory-configured to 
IP address “192.168.1.200” and Subnet Mask “255.255.255.0” 

Connecting to the Network 
 

Typically, the Network  Receiver  will be configu red at  a physical place 
different from where it  wil l u lt imately be installed. There are three 
methods of connect ing a Network  Receiver  to a PC for  configu r ing the 
receiver . 

·  Crossover cable 

·  Hub 

·  Serial cable 

NOTE  It is assumed power has been connected to the Network Receiver. 
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Connecting to a Network via Crossover Cable 

Connect ing to the Network  via Crossover cable (included) will 
typically be the simplest  method of connect ing the Network  
Receiver . 

 

To connect via Crossover  cable 

1. On the desk top, r ight-click  on the Network Neighborhood 
icon and select  Properties. The Network dialog box will 
appear (Figu re 6). 

2. Select  TCP/IP (network , e.g. Ethernet, etc.) from the list  
and click  Properties. 

 

Figure 6  Select TCP/IP from the list 

 
3. Write down the or iginal IP address that appears in the 

TCP/ IP Properties dialog box (Figu re 7). 

IMPORTANT!  Note all previous settings as it will be necessary 
to reset your PC after the Network Receiver is configured. 

 

4. Click  on the Specify an IP Address opt ion bu tton and enter  
192.168.1.199 as the IP address and 255.255.255.0 the 
subnet mask . 

����
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Figure 7  Enter the IP address and subnet mask 

 

5. Click  OK and follow the prompts. 

NOTE  It may be necessary to reboot your PC after making the 
above changes. 

6. Using a standard CAT5 Crossover cable (included), 
connect direct ly from the Ethernet por t  on the back  or  
side of the PC to the RJ45 connector  on the front of the 
receiver  (Figu re 8). 

CAT5 Crossover
Cable

To the Ethernet
Port of the PC

Network Receiver Front Panel

PWR LF
UHF

RX TX
DATA

RX TX

������ ���

Network Receiver

�������	
 ��

R
J
4
5

 

Figure 8  Connecting Crossover cable 

 

7. On the PC, click  Start > Programs > MS-DOS Prompt. 
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8. At  the DOS window, type telnet 192.168.1.200 

9. Login using the Username “admin”, and a Password of 
“welcome” (Figu re 9). 

 

Figure 9  Login using “ admin”  and “ welcome”  

 

10. Type ipconfig and set the IP address and the subnet mask  
(provided by the Network  Administrator) for  each Network  
Receiver  (Figu re 10). For  example, to set  the IP address to 
192.168.1.200, the subnet mask  to 255.255.255.0 and the 
gateway to 192.168.1.1use the command: ipconfig –a 
192.168.1.200 –m 255.255.255.0 –g 192.168.1.1 

 

Figure 10  Set the IP address and subnet mask for each receiver 

 

NOTE  In Figure 10, notice that the IP address for the receiver is 
different from the address for the PC being used to program it. A 
typical scenario would be for the last three digits to increment by 
one for each address. 

The Set IP address (-a) command, the Set subnet mask (-m) 
and gateway (-g)command must be used together (-g)  

Refer to Appendix D for additional information regarding 
ipconfig commands used to configure domain name, gateway 
address, primary DNS address and other options. 

 
Welcome 
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11. Since all Network  Receivers are shipped with the defau lt  
Username of “admin”, and a Password of “welcome”. It  is 
recommended that the password be changed for  secur ity 
pu rposes on the admin account. The password is changed 
with the passwd command (Figu re 11). 

 

Figure 11  Use the passwd command to change the password 

 

IMPORTANT!  It is very important that the new password be 
written down and stored in a safe place. AXCESS Inc. will not 
know what new password has been chosen. If the new 
password is lost or forgotten, the unit will have to be returned 
and the entire operating software reloaded. 

12. To add a new user to the list  of known system users, the 
useradd command is used – See Appendix A for  complete 
documentat ion. Similar ly, the userdel command will 
remove a user from the system. 

13. Type date to ver ify the date, t ime, and t ime zone are 
correct . You  can use the date command to set  the date 
and t ime on the Network  Receiver  unit . Again, see details 
in Appendix D. 

Connecting to the Network via a Hub 
 

To connect via a Hub 

1. On the desk top, r ight-click  on the Network Neighborhood 
icon and select  Properties. The Network dialog box will 
appear (Figu re 6). 

2. Select  TCP/IP (network , e.g. Ethernet, etc.) from the list  
and click  Properties. 

3. Wr ite down the or iginal IP address that appears in the TCP/ IP 
Properties dialog box (Figu re 7). 

����
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IMPORTANT!  Note all previous settings as it will be necessary 
to reset your PC after the Network Receiver is configured. 

4. Click  on the Specify an IP Address opt ion bu tton and 
enter  192.168.1.199 as the IP address and 255.255.255.0 as 
the subnet mask . 

5. Click  OK and follow the prompts. 

NOTE  It may be necessary to reboot your PC after making the 
above changes. 

6. Using a standard CAT5 cable (not included), connect 
direct ly from the Ethernet por t  on the PC to an empty port  
on a standard hub.  The Ethernet por t  wil l be located on 
the back  or  side of your PC, and is the connect ion to your 
bu ilding network .  Using another standard CAT5 cable 
(not included), connect from the RJ45 connector  on the 
front of the Network  Receiver  (labeled RJ45) to an empty 
port  on the hub (Figu re 12). 

Hub

RJ-45 to  RJ-45 cable
(Not supplied)

IP Receiver

4
5

R
J

 

Figure 12  Connecting to the network via a Hub 

 

7. Cont inue as descr ibed in items 7 through 13 under 
instruct ions for  using a Crossover cable to connect to the 
network . 

����
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Connecting to the Network via Serial Cable 
 

To connect via ser ial cable 

1. Connect the female end of a standard DB9 to DB9 ser ial 
cable (not included) into an unused ser ial por t  on your 
PC. 

2. Connect the DB9 end of the ser ial conversion cable 
(included) to the DB9 to DB9 ser ial cable used in item 1. 

3. Connect the 10-pin connector  on the ser ial conversion 
cable to the 10-pin header labeled J12 on the 
motherboard of the Network  Receiver . 

4. Star t  HyperTerminal on the PC by click ing on: Start > 
Programs > Accessories > Communications > HyperTerminal. 

5. Double-click  HYPERTRM.EXE to launch the applicat ion. 

6. Enter  any name for  the connect ion and select  the first  
icon (Figu re 13); then click  OK. 

 

Figure 13 Type a name for the connection 

 

7. Select  the com port  to which the Network  Receiver  is 
connected from the Connect Using drop-down list  (Figu re 
14); then click  OK. 
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Figure 14  Select the com port to which the receiver is connected 

 

8. Enter  the following informat ion in the Com Properties 
dialog box; then click  OK: 

Baud Rate 115200 
Data Bits 8 
Parity None 
Stop Bits 1 
Flow Control None 

9. Press Enter on the PC keyboard to get a login prompt. It  
may be necessary to press Enter several t imes to receive 
the login prompt. 

10. Cont inue as descr ibed in items 7 through 13 under 
instruct ions for  using a Crossover cable to connect to the 
network . 
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Diagnostic Mode 
Diagnost ic Mode allows you  to t roubleshoot the Act iveTag system by 
displaying all data received from all Tag broadcasts picked up by the 
Receiver  – including Tag data with Act ivator  IDs that have not been 
programmed into the Receiver . 

To enter  Diagnost ic Mode, type 39c. 

An example of how the Receiver  will respond: 

 

0 0 1 1 0 6 0 2 4 0 1 2 3 4 

001 = Receiver ID 
106 = Activator ID 
024 = Site Code 
01234 = ID of Tag in the field 

Diagnostic Outputs 
 

The Network  Receiver  will ou tpu t every Tag transmission that it  
receives, whether or  not the Tag data contains a valid Act ivator  ID. 

IMPORTANT!  Do not use Diagnostic Mode as the standard Network 
Receiver output to interface with your software. Diagnostic Mode allows 
cross-talk – Receivers will output data for Tags awakened by any 132 kHz 
Activator signal. 

Wiegand Output 

While a Network  Receiver  sends Tag data to HyperTerminal as rapidly 
as it ’s received, it  wil l st i l l  bu ffer  the data being sent to the Wiegand 
control panel. When a Network  Receiver  that  has been configu red to 
ou tpu t Wiegand data is in Diagnost ic Mode, all Tag informat ion is 
sent to the control panel. Therefore, it ’s recommended Wiegand 
ou tpu t be disabled – or , disconnect the Wiegand terminal when in 
Diagnost ics Mode.  To exit  Diagnost ics Mode, type: 22c 

IMPORTANT!  Always turn off Diagnostic Mode when finished. Failure to do 
so can result in cross-talk, garbled output and erratic system performance. 

����

����
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Network Receiver Installation 
Once the Network  Receiver  has been configu red with the following: 

·  An IP Address 
·  A Subnet Mask 
·  Users and a Password 

The unit  can be installed at  its final locat ion in accordance with the 
instruct ions in th is sect ion of the manual. Exception: For network  
operat ion, the only connect ions requ ired to the receiver  are: Power   
(9 VDC adapter  supplied – see note on page 11) and a Category-V 
cable connect ion to the site network  or  Internet. The Network  
Receiver  requ ires a cable with RJ-45 connectors for  network  hookup. 

After  the Network  Receiver  has been configu red and installed, refer  to 
“Connect ing to a Device” in the Act iveTracTM User Gu ide (Doc. 
#750.008.005) – or , the manual for  a th ird par ty device if applicable. 

Connecting to a Wiegand Control Panel 
 

Connect ing to a Wiegand control panel requ ires black , white and 
green wire of su fficient  length to connect the Network  Receiver  to the 
Wiegand control panel. With 22-gauge wire, 200 feet of wire can be 
run. With 18-gauge, 500 feet can be run. 

 

To connect the Network Receiver  to a Wiegand control panel 

1. Install the Wiegand control panel according to the instruct ions 
provided with that  unit . 

2. Connect the Ground, Data One and Data Zero wires to the back  
panel of the Network  Receiver  (Figu re 15).  Ensure the 
terminat ion is secure, bu t not over-t ight . 

TIP  Each Network Receiver is shipped with a parts box that contains the 
termination blocks. These termination blocks can be removed from the 
Receiver for ease of wiring. 
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Data One Wire (white)

Data Zero Wire (green)

from Wiegand
control panel

Ground Wire (black)

9VDC+5VGD1D0 GND 24VDCRS-232

 

Figure 14  Connecting to a Wiegand control panel 

IMPORTANT  Wire the Network Receiver to the Wiegand control panel 
carefully. Wiring Ground to a Data terminal can short the Receiver. DO NOT 
wire Data One and Data Zero backward – the data will be garbled. 

 

3. Run the Data One wire from the Wiegand control panel to D1 on 
the Receiver . For  standard Wiegand control panels, the Data One 
wire is white. 

4. Run the Data Zero wire from the Wiegand control panel to D0 on 
the Receiver . For  standard Wiegand control panels, the Data Zero 
wire is green. 

5. Ensure the Wiegand control panel is wired correct ly. 

6. Add the Tag IDs and facil ity codes to the panel’s database 
according to the panel manu factu rer ’s instruct ions. 

Wiegand Output 

The following shows the SIA standard 26-bit  data format that  
is ou tpu t from the Receiver : 

 

E S S S S S S S S H H H H H H H H L L L L L L L L O 

 

E = even parity bit, calculated over bits 2 – 13. 

S = site code. Bit 2 is the most significant bit. By default, the 
       Tag’s site code is 025. Tags can be ordered from 
       AXCESS Inc. with other site codes. 

H = high byte of the Tag ID number. Bit 10 is the most 
       significant bit. 

L = low byte of the Tag ID number. Bit 18 is the most 
      significant bit. 

O = odd parity bit, calculated over bits 14 – 25. 

����
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Connecting to a Serial Device 
 

The Network  Receiver  is a DCE (Data Circu it -terminat ing Equ ipment) 
device, and data is ou tpu t through a DB9 female RS-232 connector . 
Only the following pin assignments are used: 

Pin Description 
  

2 Transmitted Data 
  

3 Received Data 
  

5 Signal Ground 
 

Use a standard one-to-one RS-232 cable (also known as a straight-
through or  modem cable) of su fficient  length to connect the Network  
Receiver  to a PC or  ser ial device. One end of the cable shou ld be a 
DB-9 male connector . 

 

IMPORTANT!  DO NOT use a null-modem cable or adapter. 

 
To connect the Network Receiver  to a ser ial device 

1. Connect the female end of the DB-25 to DB-9 cable to the 3 rd 
par ty device; and the male end to the Network  Receiver  (Figu re 
15). 

male end

female
end

to 3rd party
device

9VDC+5VGD1D0 GND 24VDCRS-232

 

Figure 15  Connections of the back panel of the Receiver 

 

2. For the third-party device, enter the following port settings: 

Baud Rate Receiver’s programmed baud rate. Default 19200 

Data Bits 8 

Parity None 

Stop Bits 1 

Flow Control None 

 

����
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Serial Output 

The Receiver  ou tpu ts ser ial data in ASCII 8-bit  decimal format 
(each ASCII character  is represented by eight bits). Ser ial data 
has a different format than Wiegand data (see below) and data 
is always unbu ffered – that is, every Tag read is ou tpu t. Ser ial 
data has the following format by defau lt : 

 

R R R A A A F F F T T T T T LF CR 

 

R = Receiver ID number 

A = Activator ID number 

F = facility code 

T = Tag ID number 

LF = Line Feed (in hex, 0A) 

CR = Carriage Return (in hex, 0D) 

 

If the Receiver  has been configu red to inter face with older  
systems, then the ou tpu t has the following format: 

 

A A A F F F T T T T T LF CR 

 

Wiring TTL Outputs to TTL Outputs 
 

A terminal block  and leads for  act ivat ing two TTL ou tpu ts are 
provided with the Network  Receiver . 

 
To wire TTL output to TTL outputs 

1. Remove the receiving antenna. 

2. Remove the nu t at  the base of the receiving antenna BNC 
connector . 

3. Gent ly open the case. 

4. Place the terminal block  on the J9 header (Figu re 16). Run the 
wires ou t the provided hole in the Receiver  case. The wires have a 
knot t ied to provide strain relief. 
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To Relay

J9

 

Figure 16  Plugging in the relay wires 

 

5. Close the case, reaffix the nu t and replace the receiving antenna. 

6. Wire an external relay according to Figu re 17. Alt ronix RBSN-TTL 
u lt ra-sensit ive relay modu le is recommended. 

NC - Normally Closed
NO - Normally Open

Power Supply
for Device G

Device can be wired to either:

Trig -

Trig +

Pos +

Neg -

C NC NO

C NC NO

NC - Normally Closed
NO - Normally Open

Device

Device can be wired to either:

+V

Ground (black)

Output 1 (white) OR 
Output 2 (yellow)From the 

Receiver

 

Figure 17  Wiring a relay 
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Mounting the Network Receiver 
 

·  The Receiver should be within 35 feet of an activated Tag 

·  The receiving antenna should not be blocked by metal or brick 

The following diagrams show var ious mount ing posit ions for  the 
Network  Receiver . Two mount ing holes on the bottom of the Receiver  
can be used to mount the it  to a wall (Figu re 18). Double-sided tape 
can also be used to mount the Receiver . The receiving antenna can 
be placed through acoust ic t i le in a ceil ing (Figu re 19). 

L Connector

Mount with
tape

 

Figure 18  Receiver wall mount positions 

 

IMPORTANT!  If an L connector is used, the receiving antenna must be 
positioned away from the Network Receiver. 

Preferred
mounting position

2nd choice

 

Figure 19  Receiver ceiling mount positions 

Mounting the Receiving Antenna Separately 

In some installat ions, such as vehicle applicat ions, it  may be 
necessary to mount the receiving antenna separately from the 
Network  Receiver . Detaching the receiving antenna allows you  
to place the antenna closer to act ivated Tags and to place the 
Receiver  in a more advantageous locat ion, such as an 
electr ical closet or  inside a waterproof enclosu re. 

����
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AXCESS Inc. provides a ground plane bracket for  such 
applicat ions (Figu re 20). 

Drip Loop

Ground Plane Bracket

  

Figure 20 Receiving antenna ground plane 

 

IMPORTANT!  The receiving antenna should be no more than 25 
feet by cable run from the Receiver. 

 
To mount the receiving antenna separately 

1. Cu t the coaxial cable with su fficient  length to connect the 
receiving antenna to the Receiver . The cable length 
shou ld not exceed 25 feet. 

2. At tach BNC connectors to both ends of the cable. 

3. Remove the receiving antenna from the Receiver . 

4. Connect one end of the cable to the receiving antenna 
connector  on the Receiver . 

5. Connect the receiving antenna to the top of the ground 
plane bracket and the other end of the cable to the 
bottom of the connector . 

NOTE  If installed outdoors, ensure that there is a drip-loop in 
the RG-58 cable below the receiving antenna. 

6. Posit ion the receiving antenna and ground plane as close 
as possible to the area where tags are act ivated. 

7. The ground plane can be mounted in a var iety of 
posit ions on walls or  poles using the mount ing holes and 
hardware provided. 

  

����
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Appendix A: Coaxial Cable 
The number one problem encountered during installation is wiring 
technique and connectors. Ensure that no stray braid wires are 
touching the center  contact  pin when pushing it  in to the connector . 
This may cause the equ ipment to funct ion intermit tent ly or  with 
reduced range. Good wir ing techniques will eliminate considerable 
t roubleshoot ing t ime later  in the installat ion.   

Required Materials 
 

·  RG-58/U coaxial cable with 50-ohm impedance (nominal), solid copper 
center conductor, 55% tinned copper braid or better, 100% foil shield 
coverage (for example, Belden 9310).  

·  3-blade rotary coaxial cable stripper 

·  3-piece crimp type male BNC connector (for example, Amphenol 31-
320). Screw-on connectors are NOT recommended. They short to 
ground easily and can be pulled apart. 

·  Diagonal cutters 

·  BNC crimpers 

·  Multimeter with continuity check 

Attaching the BNC Connector 
 

1. Cu t RG-58/ U coaxial cable and tr im jacket.   

2. Slip the cr imp sleeve over the cable. Place the contact  pin onto 
the inner conductor . The end of contact  and insu lator  must be 
bu tt ing and square. 

3. Ensure that the pin goes to center , braid to shield. 

4. Cr imp with appropr iate tooling. 

5. Flare the ou ter  braid and gent ly bu t firmly push the contact  into 
the connector  housing unt il a gent le snap is felt , indicat ing the 
contact  is in place. 

6. Slip the cr imp sleeve in place, bu tt ing the flange against  the 
connector  body. 

7. Cr imp with the appropr iate tool. 

8. Test for  cont inu ity of the inner conductor  from connector  to 
connector . Test for  cont inu ity between connectors. Test for  
insu lat ion between inner conductor  and connectors. 
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Sleeve

Insulator
Inspection Hole

Crimp Area

Contact Pin

Plug Body
Assembly

Coaxial Cable

Braid

11/3211/32 3/16

Crimp
Area

Butting Flange

    1/8
1/8

Inner Conductor

 
 

Figure 1 Dimensions for Coaxial Cable Termination 
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Appendix B: Advanced Wiegand Configuration 

Data Buffering 
 

Setting the Time between Outputs 
By defau lt , the Receiver  sends Tag data every 1.3 seconds. 
Depending on your control panel, you  may need to change the 
interval between data ou tpu ts. Your panel may be able to accept data 
faster  than once every 1.3 seconds, or  it  may need a longer interval 
between ou tpu ts. 

To change the interval between Tag ou tpu ts, type a number followed 
by a capital T. This number is the t ime in tenths of a second that the 
Receiver  will wait  between Tag ou tpu ts. Valid numbers are between 0 
and 255. For example, if you  want the Receiver  to wait  2 seconds 
between Tag ou tpu ts, type the following: 

� � �� � �� � �� � � ����
 

Changing the Duplicate Tag Buffer 
Once a Tag is reported, its informat ion is stored in the Receiver ’s 
bu ffer  for  12.5 seconds. Dur ing which t ime, the Receiver  will not  
report  duplicate informat ion for  that  Tag. After  12.5 seconds, if the 
Tag’s t ransmission is st i l l  being received, the Tag will be reported 
again. If more than ten Tags are received in the 12.5 seconds, the 
ear liest  Tag informat ion is overwr it ten by new Tag data. 

To change the length of t ime that Tag data will remain in the 
duplicate bu ffer , type a number between 0 and 255 followed by a 
capital L: 

� � � � 	 
 � � 
� � � � 	 
 � � 
� � � � 	 
 � � 
� � � � 	 
 � � 
 ����

This number is the t ime in tenths of a second that a par t icu lar  Tag©s 
entry will remain in the duplicate bu ffer . 

For  example, if you  want the Receiver  to wait  five seconds before 
t ransmit t ing duplicate informat ion, type: 

� � 
� � 
� � 
� � 
 ����
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Appendix C: Network Receiver Commands 
 

NOTE  All bolded commands are default settings 
 
<number>D set control TTL output 1 signal duration time in seconds (0-255,5) 
<number>E set control TTL output 2 signal duration time in seconds (0-255,5) 
<number>I   set Device ID for Network Receiver (0-999)  
<number>L set tag redundancy buffer time in tenths of seconds (0-255, 125) 
<number>T set time between tag read outputs in tenths of seconds (0-255, 13) 
<number>W set single valid Wiegand Activator ID (1-250, 127) 
<number>+ add new Device ID or Status Code to Valid ID list (0-255, max 34) 
<number>- delete a Device ID or Status Code to Valid ID list (0-255, min. 1 entry) 
<number> > add new Device ID or Status Code to Valid Wiegand ID list (0-255, max. 34) 
<number> < delete a Device ID or Status Code to Valid Wiegand ID list (0-255, min. 1 entry) 
 
10c turn on TTL output 1 now  
11c turn on TTL output 2 now 
12c set Wiegand alarm output to OFF 
13c set TTL output 1 alarm flag to OFF 
14c set TTL output 2 alarm flag to OFF 
15c  set Wiegand output to ON 
16c set TTL output 1 valid read flag to OFF 
17c set TTL output 2 valid read flag to OFF 
18c set tag read serial output to ON  
19c set Wiegand Activator ID filter to ON 
20c set Wiegand/TTL output interrupts to ON 
21c  set serial output to the long format (RRRAAAFFFTTTTT)  
22c set serial diagnostics output to OFF 
23c  set serial data rate to 4800 baud 
24c  set serial data rate to 9600 baud  
25c  set serial data rate to 19200 baud 
26c set Wiegand alarm output to ON 
27c set TTL output 1 alarm flag to ON 
28c set TTL output 2 alarm flag to ON 
29c set Wiegand output to OFF 
30c set TTL output 1 valid read flag to ON 
31c set TTL output 2 valid read flag to ON  
32c set tag read output to OFF 
33c set Wiegand Activator ID filter to OFF  
34c set Valid ID list to default values (per V5 list) 
35c set Wiegand/TTL output interrupts to OFF  
36c  set serial output to short format (AAAFFFTTTTT)  
37c clear Valid ID list (except 127) 
38c return and display current configuration data 
39c set serial diagnostics output to ON 
40c return and display Supervisory data 
41c enable the Wiegand ID list 
42c disable the Wiegand ID list 
43c clear Valid Wiegand ID list (except 127) 
44c set Valid Wiegand ID list to default values (per V5 list) 
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Format of Receiver Commands 
 

All commands issued to the Network Reader are preceded by a numeric entry followed by an 
alpha character. Any command that is not preceded by a numeric entry will be ignored. 

‘c’  Command Set – used for all commands that do not require entry of a specific numeric 
value, such as setting a specific configuration attribute ON or OFF. The format for these 
commands is: 

<code>c 

<code> = a two digit numeric command code that determines the specific action to be 
taken by the Receiver.  (For example, the command “15c” sets the Wiegand output flag 
to ON, and “29c” sets the Wiegand output to OFF.) 

 

In addition to ‘c’, there are additional commands that allow the user to input specific values 
for certain attributes of the Receiver. The format for these commands is: 

<number><character> 

<number> = the three-digit ASCII number for the input value. 

<character> = an ASCII letter or symbol that determines the specific attribute to be 
modified in the Receiver.  (For example, the command <number>I is used to set the 
Receiver’s Device ID.  The <number> value must be within the range specified for each 
command in order to be valid.  

 

Commands Supported by the Network Receiver 
 

Global Configuration and Output Control 
 

Command Description 
  

<number>I Set Device ID for Network Receiver; valid number = 0 thru 999 (default: 001) 
  

20c Set Wiegand/TTL interrupts to ON; i.e. enable Wiegand/TTL capabilities (default) 
  

35c Set Wiegand/TTL interrupts to OFF; i.e. disable Wiegand/TTL capabilities. (Note: Setting 
Wiegand/TTL interrupts to OFF via command 35c maximizes the speed at which tag read 
data will be processed and output over a serial or TCP/IP connection.) 

  

22c Set serial diagnostics output to OFF; i.e. output tag data per configuration settings 
(default) 

  

39c Set serial diagnostics output to ON; i.e. output tag read data in diagnostic format. 
  

38c Return and display current configuration information; i.e. Device ID, Valid ID list, and 
configuration settings/values. 

  

40c Output Supervisory “ping” response; i.e. receiver’s Device ID and firmware. 
 
 

 

 

 

Configure/Control Serial Output 
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Command Description 
  

23c Set serial data rate to 4800 baud 
  

24c Set serial data rate to 9600 baud  
  

25c Set serial data rate to 19200 baud (default) 
  

18c Set tag read serial output to ON; i.e. output tag read data (default) 
  

32c Set tag read output to OFF; i.e. disable tag read data output 
  

21c Set serial output to the long format RRRAAAFFFTTTTT (default) where RRR= 
Receiver ID, AAA = Activator ID or Status Code, FFF = Facility Code, TTTTT = Tag ID 

  

36c Set serial output to short format AAAFFFTTTTT where AAA = Activator ID or Status Code, 
FFF = Facility Code, TTTTT = Tag ID 

 
 
Configure/Control Wiegand Output 
 

Command Description 
  

15c Set Wiegand output to ON; i.e. report tag read data via Wiegand port. (default) 
  

29c Set Wiegand output to OFF 
  

<number>W Set single valid Wiegand Activator ID; valid numbers = 1 thru 250 (default) 
  

<number>L Set tag redundancy buffer time in tenths of seconds; valid numbers = 0 thru 255          
(default = 125 or 12.5 seconds) 

  

<number>T Set time between tag read outputs in tenths of seconds; valid numbers = 0 thru 255 
(default = 13 or 1.3 seconds) 

  

19c Set Wiegand Activator ID filter to ON, i.e. output only tag data valid per the Wiegand 
Activator ID as set by the <number>W command (default) 

  

33c Set Wiegand Activator ID filter to OFF, i.e. outputs all tag reads validated by both the 
Wiegand ID and the Valid ID list 

  

12c Set Wiegand alarm output to OFF; i.e. do not output data if Status Code = 000 
(default) 

  

26c Set Wiegand alarm output to ON; i.e. output tag data when Status Code = 000 
  

41c Enables the Wiegand ID list 
  

42c Disables the Wiegand ID list 
  

43c Clears Valid Wiegand ID list (except ID number 127) 
  

44c Sets the Valid Wiegand ID list to default values (per V5 list) 
  

<number> > Add new Device ID or Status Code to the Valid Wiegand ID list (0 thru 255, max. 34 
entries) 

  

<number> < Delete a Device ID or Status Code to the Valid Wiegand ID list (0 thru 255, min. 1 entry) 
 
NOTE  The Wiegand filters, buffers and settings do not affect the serial output. Unless Wiegand 
output is set to ON via command “15c”, no data will be output via Wiegand regardless of the other 
settings. 
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Configure/Display Valid ID List 
 

Command Description 
  

<number>+ Add new Device ID or Status Code to Valid ID list; valid numbers = 0 thru 255 (Note: Valid 
ID list must have a minimum of one entry) 

  

<number>- Delete a Device ID or Status Code to Valid ID list; valid numbers = 0 thru 255 (Note: Valid 
ID list must have a minimum of one entry) 

  

34c Set Valid ID list to default values; i.e. V5 Activator IDs and Status Codes (default) 
  

37c Clear Valid ID list; i.e. delete all IDs/Codes from 000 to 255 except 127 (Note: List cannot 
be empty) 

  

38c Return and display current configuration information; i.e. Device ID, Valid ID list, and 
configuration settings/values 

 
 
Configure/Activate TTL Output Control 
 

Command Description 
  

10c Turn on TTL output 1 now 
  

11c Turn on TTL output 2 now 
  

13c Set TT: output 1 alarm flag to OFF; i.e. do not turn on TTL output 1 if Status Code = 
000 (default) 

  

27c Set TTL output 1 alarm flag to ON; i.e. turn on TTL output 1 if Status Code = 000 
  

14c Set TTL output 2 alarm flag to OFF; i.e. do not turn on TTL output 2 if Status Code = 
000 (default) 

  

28c Set TTL output 2 alarm flag to ON; i.e. turn on TTL output 2 if Status Code = 000 
  

16c Set TTL output 1 valid read flag to OFF; i.e. do not turn on TTL output 1 on valid tag 
read (default) 

  

30c Set TTL output 1 valid read flag to ON; i.e. turn on TTL output 1 on valid tag read (per the 
Valid ID list) 

  

17c Set TTL output 2 valid read flag to OFF; i.e. do not turn on TTL output 2 on valid tag 
read (default) 

  

31c Set TTL output 2 valid read flag to ON; i.e. turn on TTL output 2 on valid tag read (per the 
Valid ID list) 

  

<number>D Set control TTL output 1 signal duration time in seconds; valid numbers = 0 thru 
255  (default = 5 seconds) 

  

<number>E Set control TTL output 2 signal duration time in seconds; valid numbers = 0 thru 
255  (default = 5 seconds) 

 
 
Receiver Command Responses 
 

The response to a command will be either a two-digit response code or the specific 
information requested by a query command. Due to the limited processing capability of the 
Receiver, the application software (E-OLS, ActiveTrac) or Third Party manages the process 
as follows: 

(a) buffers all outgoing commands; 
(b) sends commands one at a time (minimum 100 ms delay between commands); 
(c) confirms responses; and  
(d) resends commands if no response is received within a specified time-out period. 
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The following set of response codes are output by the Network Receiver to acknowledge 
receipt and processing of configuration and control commands: 
 

Response Description 
  

00 Command completed successfully (ACK) 
  

01 Duplicate Device ID (response for command <number>+) 
  

02 Valid ID list full (response for command <number>+) 
  

03 Valid ID list must contain at least one entry (response for command <number>-) 
  

04 Device ID not found (response for command <number>-) 
  

05 Invalid entry (response for <number> commands when value entered is not allowed) 
  

06 Invalid command (response for an invalid or unknown command entry) 
 
 
The following set of response codes are output by the Network Receiver to query and 
supervisory commands: 
 

Response Description 
  

38c [Content: Device ID, Valid ID list, configuration settings/values; Format: Refer to the 
installation section of this manual.] 

  

40c [Content: Device ID, firmware version; Format: Refer to the installation section of this 
manual] 

 
The Following sets of output codes are output by the Network Receiver on a timed basis. 

Response Description 
  

* Character output once every minute via the RS-232 and TCP/IP ports to indicate the 
receiver is still connected. 
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Appendix D: Network Receiver IP Configuration 
Instructions 

Introduction 
The Network Receiver incorporates a small operating system that 
provides a Unix™-like interface with a variety of commands. Several 
of these commands will be utilized to configure the Network Receiver 
for your use. Please refer to Appendix A for a complete description 
of the available commands. 

It will be imperative that the Network Administrator be brought into 
the information loop prior to installing the equipment.  That individual 
will be the one to provide critical information that will be needed to 
program the Network Receivers.    For example he/she must provide 
an IP Address and Subnet Mask for each unit to be put on the 
network. 

An IP Address is a number that identifies each sender or receiver of 
information that is sent across a network. 

A subnet is an identifiably separate part of a network, typically 
represents all machines in a Local Area Network (LAN).  A subnet 
mask allows a router to quickly route data by blocking out unneeded 
information in an IP address. 

A gateway is a router between two dissimilar networks. It is also a 
router that the host trusts to send data remotely. 

The AXCESS Inc. Network Receiver has been factory-
configured to IP address “ 192.168.1.200”  

Network Interface Log-File Maintenance 
 

The Network Receiver’s ability to access a network or the internet is 
possible due to a small on-board computer.  The chip set on this 
component maintains a cumulative log that is never erased by the 
application software. Of 500K of available memory, only half (250K) 
is available for non-program events such as logging, internal 
processing, etc.  Should free memory fall below 64K, available 
memory will become critical. It is possible that, over time, this log file 
will grow to a size such that memory is depleted and the entire file 
system would have to be re-installed.  These log files are small – 
about 100 bits per boot-up.  Therefore, under normal conditions, 
log size should not become an issue prior to a planned upgrade 
in late March of 2001. 
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Checking Memory Status 

There are commands that provide a means of monitoring memory 
status: 

df Displays the amount of free RAM 

stats Displays the current system status information 
(including free memory). 

gc Runs the system garbage collector to sweep up and 
make available collectible memory. This command 
only cleans up garbage generated by slush and not 
garbage generated by other applications. 

 

Manually Erasing the Log File (requires Admin authority) 

1. Start  the Watchdog by entering the command: 

wd –p 6000 –i 8000  

2. Get the process ID number  by entering the command: 

ps  

3. Kill the process by entering: 

kill [process id number] 

4. Erase the axcess.log file by typing: 

rm axcess.log 

5. Reboot the Tini by entering: 

reboot 

The application software will automatically create a new log file upon 
boot-up that will again be at its minimal size. 

 
Note:  The following pages give additional command information as 
supplied by the provider of the UnixTM-like interface with Serial 
(TTY), Telnet, and FTP servers. 

 

 

Note:  The following activity may require Administrator authority.  It will 
also be necessary access a specific Network Receiver from the DOS 
prompt using telnet.  For example: 
 

C:\telnet XXX.XXX.XXX.XXX (IP address) 
 

Then at the logon screen, log on to the Tini as previously described. 
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TINI Firmware 
 
TINI Firmware 1.02, Preview Release 3 
 
i.     Introduction 
I.     System Files 
II.    Serial Server 
III.   Telnet Server 
IV.    FTP Server 
V.     Commands 
VI.    Changes 
 
Introduction  
 
Slush is a small system shell intended to provide a Unix(tm) like interface with Serial (TTY), 
Telnet, and FTP servers. 
 
Slush is less than a full operating system, but more than a simple shell.  It provides a way to 
view and manipulate the filesystem, as well as control system functions such as the 
watchdog timer and network configuration. 
 
The system is designed to be a multi-threaded, multi-user system allowing simultaneous 
login sessions.  Slush uses a username/password combination to authenticate a login 
request.  Users can be added and removed from the system by a user with super user 
privileges. 
 
The slush program is loaded into bank 7 and executed on every TINI boot. 
 
 
!. System Files 
 
Slush creates several default system files, placing them in the /etc directory: .tininet, .startup, 
and passwd. 
 
The .tininet file contains TINI�s hostname and domain name.  The default hostname is TINI.  
There is no default domain name. 
 
User login information is kept in the /etc/passwd file.  The user�s name, hash of their 
password, and user ID is kept here.  Slush has two accounts setup by default.  These are: 
user "root" with the password "tini", and "guest" with the password "guest". 
 
The admin can place commands to be run on boot in the /etc/.startup file.  These commands 
will be executed as if they were from a slush prompt.  Any .tini files run (i.e. with the java 
command) will be forced to run in the background. 
 
The default .startup file looks like: 
    ######## 
    #Autogen�d slush startup file 
    setenv FTPServer enable 
    setenv TelnetServer enable 
    setenv SerialServer enable 
    ## 
    #Add user calls to setenv here: 
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    ## 
    initializeNetwork 
    ######## 
    #Add other user additions here: 
 
If you want to disable any of the servers, comment out the setenv line for that server.  You 
can also set other environment variables for the system and for the network servers in the 
user setenv area.  See the section for each of the servers for a list of user-controlled 
environment variables. 
 
Add lines to run in the user additions section at the end of the .startup file. 
 
You can hit the �5� key when slush begins to boot to bypass the .startup file and bring up the 
Serial server. 
 
II . Serial Server 
 
The Serial Server provides TTY login to the slush system. 
 
Configurable options with environment variables: 
 
   setenv HISTORY  [size]  - Size of history command buffer. 
   setenv BROADCASTS [true/false] - Allow or disallow wall broadcasts.  Default 
is true. 
 
Note: This variable will not take effect until the server is restarted. 
 
A user can create a home directory (i.e. a directory with the same name as the user�s 
username) in the root directory.  When the user logs in, they will be placed in this directory.  
Otherwise, the user is placed in the root directory at login. 
 
The user can also place a .login file in their home directory.  Every line in this file will be 
executed as they would from a slush command prompt. You can comment out lines by 
inserting a �#� at the beginning of a line. 
 
Slush is setup by default to use serial0 at 115200.  If you need to change the port, or set the 
speed down to 19200, edit Slush.java.  Change the SERIAL_PORT and SERIAL_SPEED 
and other variables to your needs, and rebuild.  For help in the build process, see 
Building_Applications.txt. 
 
III. Telenet Server 
 
The Telnet server listens on port 23 (the well-known port for Telnet) for connection requests, 
and spawns off sessions to handle each request. 
 
Configurable options with environment variables: 
 
    setenv TELNET_ALLOW_ROOT [true/false] - Allow or disallow root to login to Telnet.  Default 
is true. 
    setenv HISTORY           [size]   - Size of history command buffer. 
    setenv TELNET_TIMEOUT    [Number of ms] - Inactivity timeout.  0 is infinite.  Default inifinity. 
    setenv TELNET_WELCOME    [file]  - File to display on successful login. 
    setenv BROADCASTS        [true/false]  - Allow or disallow wall broadcasts.  Default is 
true. 
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  Note: These variables will not take effect until the server is restarted. 
 
A user can create a home directory (i.e. a directory with the same name as the user�s 
username) in the root directory.  When the user logs in, they will be placed in this directory.  
Otherwise, the user is placed in the root directory at login. 
 
The user can also place a .login file in their home directory.  Every line in this file will be 
executed as they would from a slush command prompt.  You can comment out lines by 
inserting a �#� at the beginning of a line. 
 
IV. FTP Server  
 
The FTP server listens on port 21 (the well-known port for FTP) for 
connection requests, and spawns off sessions to handle each request. 
 
  Configurable options with environment variables: 
 
    setenv FTP_ALLOW_ROOT [true/false] - Allow or disallow root to login to FTP.  
Default is true. 
    setenv FTP_TIMEOUT    [Number of ms] - Inactivity timeout.  0 is infinite.  Default 
inifinity. 
    setenv FTP_ALLOW_ANON [true/false] - Allow or disallow anonymous login.  
Default is true. 
    setenv FTP_LOG_ANON   [file]  - Log file for anonymous logins.  The 
directory (and the 

  file if it exists) must have "other" write 
permission. 

    setenv FTP_WELCOME    [file]  - File to display on successful login. 
    setenv FTP_CONNECT    [file]  - File to display on connection. 
 
  Note: These variables will not take effect until the server is restarted. 
 
V. Commands 
 
Slush has several commands built into the default distribution.  You can add new commands 
or remove current commands by editing the Slush.java file and recompiling.  Dynamic add 
and remove of commands is not currently supported, but will hopefully be in the future with 
the addition of more reflection 
support by the system. 
 
Type �help� at a slush prompt for a list of available commands, and �help <command>� for 
command-specific help. 
 
At the end of this section is a list of optional commands.  The commands are not part of the 
standard slush distribution, but the source is included so that you can add them to your slush 
and rebuilt.  See the optional commands section for more information. 
 
Slush allows you to redirect input and output to commands, as well as running java programs 
in the background.  Use the �<� specifier to redirect input from a file, the �>� specifier to redirect 
output to a file, the �>&� specifier to redirect stdout and stderr to a file, and �&� to run a java 
program in the background.  Running slush commands in the background other than the java 
command is not currently supported. 
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In addition to redirecting output to a file, you can redirect output to null (e.g. java MyProg.tini 
> null) to suppress output from this program, or redirect the output to the serial port (e.g. java 
MyProg.tini > S0).  S0 indicates serial0, and is the only serial port supported for this action.  
You must have admin privileges to redirect to the serial port, and should not do this if you are 
already at a serial server prompt.  Slush will bring down the serial server, run the command, 
then bring it back up on completion. 
 
Examples: 
          To run MyProg.tini in the background, redirecting stdin from a file 
          called file.in, and redirecting stdout and stderr to a file called 
          file.out, type:  java MyProg.tini < file.in >& file.out & 
 
          To get a file listing and redirect to the serial port, type:  ls > S0 
            
 
Available commands: 
 

� � � � � � � 
 � �� � � � � � � 
 � �� � � � � � � 
 � �� � � � � � � 
 � � ����

        Appends a source file to a destination file. 
 
        Usage: append SRC DEST 
 

� � � �� � � �� � � �� � � � arp 

        Displays the current ARP cache entries. 
 
        Usage: arp 
 

� � � �� � � �� � � �� � � � cat 

        Displays the contents of a file. 
 
        Usage: cat FILE 
 

� � � � � �� � � � � �� � � � � �� � � � � � ����

        Changes the current working directory. 
 
        Usage: cd DIR 
 

� � � � � � � � �� � � � � � � � �� � � � � � � � �� � � � � � � � � ����

        Changes the permissions of a file. 
 
        Usage: chmod [[u|o][+|-][r|w|x]] OR [##] 
 
        Examples: 
          To remove user�s read and write permission on s.txt 
            chmod -r-w s.txt <OR> chmod 10 s.txt 
          To remove other�s execute and add read permission on s.txt 
            chmod o+r-x s.txt <OR> chmod 75 s.txt 
 

� � � � � � � � �� � � � � � � � �� � � � � � � � �� � � � � � � � � ����

        Changes the owner of a file. 
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        Usage: chown USER FILE 
 

� � � � � � 
 � �� � � � � � 
 � �� � � � � � 
 � �� � � � � � 
 � � ����

        Clears the screen.  Note: currently only works from a Telnet session.  Will possibly work 
for a serial 

session in a future VT100 friendly release of JavaKit. 
 
        Usage: clear 
 

� � � �� � � �� � � �� � � � cp 

        Copies a source file to a destination file. 
 
        Usage: cp SRC DEST 
        Alias: copy 
 

� � � �� � � �� � � �� � � � date 

        Display or set system time information. 
 
        Usage: date MMDDYYYYHHMMSS[am | pm] [timezone] 
 
 
        Examples: 
                   To set March 17, 1975 3:35:23, type: 
                   date 03171975033523pm 
                    OR 
                   date 03171975153523 
 
                   The first call to date above specifies the time in 12 hour 
                   mode, so the "pm" is needed to indicate the correct time of 
                   day.  The second call specifies the time in 24 hour mode, so 
                   the "pm" specifier is not given. 
 
 
                   You do not need to set all of the date information at once. 
                   If the time on your TINI board is correct, but you want to 
                   alter the day or month, you can specify only the first few 
                   settings. 
 
                   To set April 5, type: 
                   date 0405 
 
                   To set April 5 in Central Standard Time, type: 
                   date 0405 CST 
 
                   To set only the timezone to Pacific Standard Time, type: 
                   date PST 
 

� � � � � �� � � � � �� � � � � �� � � � � � ����

        Displays the amount of free RAM.  Remember that RAM is both runtime heap 
        and filesystem memory.  There is also a small overhead of approx. 64 
        bytes incurred on each slush command execution. 
 
        Usage: df 
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� � � �� � � �� � � �� � � � echo 

        This command echos back a line of text to a stream.  System.out (i.e. 
        the current console) is the default, but you can choose to redirect 
        the output to a file. 
 
        Usage: echo TEXT 
 

� � � �� � � �� � � �� � � � gc 

        Runs the system garbage collector to sweep up and make available 
        collectible memory. This command only cleans up garbage generated 
        by slush and not garbage generated by other applications. 
 
        Usage: gc 
 

� � � � � 
 � � � �� � � � � 
 � � � �� � � � � 
 � � � �� � � � � 
 � � � � ����

        Controls generation of the system log file that is produced on boot. 
        The log file (/etc/.log) will contain system status messages of the 
        boot process.  With no options to the command, it will print out the 
        whether or not the log file will be produced on next boot. 
 
        You must have admin privileges to use this command. 
 
        Usage: genlog OPTION 
               where options include: 
                 [-e]  Enable log. 
                 [-d]  Disable log. 
 

� � � �� � � �� � � �� � � � help 

With no arguments, this command will print out a list of all available commands.  It 
can also be passed the name of a command to print out specific usage information. 

 
Usage: help [COMMAND] 

����

� � � �� � � �� � � �� � � � � � � � � � �� � � � � � �� � � � � � �� � � � � � � ����

Displays the current history list.  Use !!, !<str>, !#, or up and down arrows to access 
particular entries. 

 
Usage: history 

 
� � � � � � � � � � � 
� � � � � � � � � � � 
� � � � � � � � � � � 
� � � � � � � � � � � 
 ����

Displays or sets the system hostname and domain name.  You must have admin 
privileges to use this command. 

 
 Usage: hostname NAME 
 
        Example: 

To set the hostname and the domain name, type:  hostname tini1.dalsemi.com Since 
the ".dalsemi.com" domain name was specified, the command set that domain name 
for the system. 
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To set the hostname only to, type:  hostname tini1 
         

� � � � � � � � � � � �� � � � � � � � � � � �� � � � � � � � � � � �� � � � � � � � � � � � ����

This commands allows you to display or configure the TINI�s network settings.  With 
no arguments, the command will display the current network configuration. 

 
If you are changing current information and have any slush network servers running 
(Telnet or FTP), this command will bring down those servers, make the network 
configuration updates, then bring up the servers again.  If you call this command to 
set information from a Telnet session, you will be disconnected. 

 
   You must have admin privileges to use this command. 
 

Usage: ipconfig [OPTIONS] 
              where options include: 
                 [-a xx.xx.xx.xx] Set the IP address.  Must be used with the  -m option. 
                 [-n domainname] Set the domain name 
                 [-m xx.xx.xx.xx] Set the subnet mask.  Must be used with –a option. 
                 [-g xx.xx.xx.xx] Set the gateway address. 
                 [-p xx.xx.xx.xx] Set the primary DNS address 
                 [-s xx.xx.xx.xx] Set the secondary DNS address 
                 [-d]   Use DHCP to lease an IP address 
                 [-r]   Release currently held DHCP IP address 
                 [-x]   Show all Interface data 
                 [-h xx.xx.xx.xx] Set mailhost 
                 [-C]   Commit current network configuration to flash 
                 [-D]   Disable restoration from flash 
                 [-f]   Don�t prompt for confirmation 
 

Example: 
                 To set your IP address, subnet mask, and gateway, type: 
                 ipconfig -f -a 192.168.1.10 -g 192.168.1.1 -m 255.255.255.0 
 
                 To tell slush to initiate DHCP, type:  ipconfig -f -d 
 
                 To commit the current network settings to flash memory type:  ipconfig -C 
 

� � � �� � � �� � � �� � � � java 

This commands allows you to execute a Java class (.tini) file.  This will launch 
another process to begin executing the file.  If you do not specify to run the program 
in the background (i.e. give a �&� at the end of the command) then you will not be 
returned a slush prompt until your program finishes executing.  See the �kill� 
command for information on how to stop a running process. 

 
If you are running from a Telnet session and run a program in the background, you 
will see the output from your program as well as the slush prompts from your current 
Telnet session.  However, because of serial port sharing issues, if you run a program 
in the background from a Serial Session prompt, you will not see the output of your 
program.  Either run your program in the foreground on the serial server, or redirect 
the output of that program to a file. 
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The new process that is launched will inherit its parent�s System properties.  You can 
specify other properties with the -Dkey=value specifier.  You must have execute 
privileges for the given file. 

 
    Usage: java FILE.tini 
 

Examples: 
                  To run a program in the background and redirect the output 
                  from this program to a file, type: 
                  java Pepe.tini > out.txt & 
 
                  To run this same program in the foreground, leave off the 
                  �&�: 
                  java Pepe.tini > out.txt 
 
                  You can also redirect input: 
                  java Pepe.tini < in.txt > out.txt 
 

If you want to run your program in the background, but do not want to see the output 
of the running program, type: java Pepe.tini > null 

 
You can also choose to redirect the output to the serial port.  You must have admin 
privileges, and should not do this if you are already at a serial server prompt.  Slush 
will bring down the serial server, run the program, then bring it back up on completion 
if you run in the foreground: 

                  java Pepe.tini > S0 
 
                  The �S0� specifies serial0, and is the only supported serial 
                  port for this operation. 
 
                  To set the System property "badgers" to be "furry": 
                  java -Dbadgers=furry Pepe.tini 
 

� � � � � � � �� � � � � � � �� � � � � � � �� � � � � � � � ����

Use this command to kill a currently running process.  To see the running processes 
and get the process ID associated with a process, type "ps" at a slush prompt.  You 
must be either be admin or own the given process to kill it. 

 
Usage: kill PROCESS_ID 

 
� � � � � � � � � �� � � � � � � � � �� � � � � � � � � �� � � � � � � � � � ����

Log the current user out of the system and end the current session.  If the user has 
used the "su" command, logout will pop one level off the login stack.  That is, if guest 
logs in, uses su to become root, then types logout, the user will still be logged in as 
guest.  Logout again will log the user completely off of the system. 

 
Usage: logout 
Alias: bye, exit, quit 

 
� � � �� � � �� � � �� � � � ls 

Displays a listing of the files in a directory, or information on a specific file. 
 

Usage: ls [option] [FILE] where options include: 
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                 [-l]  Show all file attributes 
Alias: dir 

 
Example: 

                 The directory listing: 
                 total 5 
                 drwxr-x 1 root     admin          3 Jan 05 04:06 . 
                 drwxr-x 1 root     admin          1 Jan 05 04:06 .. 
                 -rwxr-- 1 root     admin         28 Jan 05 04:06 .tininet 
                 -rwx--- 1 root     admin        225 Jan 05 04:06 .startup 
                 -rwxr--  root  admin        101 Jan 05 04:06 passwd 
 

The permissions for passwd, from left to right, indicate NOT a directory(-), owner-
read(r), owner-write(w), owner-execute(x), world-read(r), NOT-world-write(-) and 
NOT world-execute(-).  The owner is listed as root.  The admin entry indicates group 
admin.  Slush does not support different groups, but this entry is here for Unix listing 
compatibility for the FTP server.  Its size is 101 bytes, created on Jan 5 at 4:06am 
(GMT). 

 
� � � � � � � � �� � � � � � � � �� � � � � � � � �� � � � � � � � � ����

Creates a specified directory. 
 

Usage: mkdir DIR 
Alias: md 

 
� � � �� � � �� � � �� � � � mv 

Moves a specified file to a destination.  Can be also used to rename a file. 
 

Usage: mv SRC DEST 
Alias: move 

 
� � � � � � � � � � � �� � � � � � � � � � � �� � � � � � � � � � � �� � � � � � � � � � � � ����

Displays the name or IP of the given argument. 
 

Usage: nslookup [NAME | IP] 
 

� � � � � � � � � �� � � � � � � � � �� � � � � � � � � �� � � � � � � � � � ����

Sets the password for a given user.  If no user is specified, the current user is 
assumed.  You must either be the specified user, or have admin permissions to run 
this command. 

 
Usage: passwd [USER] 

 
� � � � � � � �� � � � � � � �� � � � � � � �� � � � � � � � ����

        Sends ICMP echo request packets to network hosts. 
 

Usage: ping HOST [number of pings] 
 

� � � � � �� � � � � �� � � � � �� � � � � � ����

Displays a list of the currently running processes and the process ID for each. 
 

Usage: ps 
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� � � � � � �� � � � � � �� � � � � � �� � � � � � � ����

Displays the current working directory. 
 

Usage: pwd 
 

� � � � � 
 	 � � �� � � � � 
 	 � � �� � � � � 
 	 � � �� � � � � 
 	 � � � ����

Shuts down all slush servers and cleanly reboots the system.  You must be admin to 
use this command. 

 
This command allows you to request that the heap be cleared on reboot.  This 
results in the same clean state as if you had cleared the heap with �b18� �f0� in 
JavaKit.  It also has the added benefit of a significant speed increase for the system.  
Since the heap will be cleared on reboot, the underlying TINIOS does not have to do 
expensive POR protection. 

 
    Usage: reboot [option] 
             where options include: 
                 [-f] Don�t prompt for confirmation 
                 [-h] Clear heap on reboot. 
                 [-a] Clear heap and system memory on reboot. 
 

� � � � � �� � � � � �� � � � � �� � � � � � ����

Deletes a given file. 
 

Usage: rm FILE 
Alias: del 

 
� � � � � � � � �� � � � � � � � �� � � � � � � � �� � � � � � � � � ����

Deletes a given directory. 
 

Usage: rmdir DIR 
Alias: rd 

 
� � � � � 
 � � � � � �� � � � � 
 � � � � � �� � � � � 
 � � � � � �� � � � � 
 � � � � � � ����

Sends an email to designated recipients separated by commas.  Begin typing the 
email, then place a �.� on the last line by itself and hit <Enter> to send.  Sendmail will 
prompt for any information not given on the commandline. 

 
Usage: sendmail [options] [RECIPIENT(s)] [CC�s] TEXT 

               where options include: 
 [-f fromAddr]  From address.  If not specified, the default uses the current system 
settings for: USER@HOSTNAME.DOMAINNAME 

         
� � � � � 
 � 
 � �� � � � � 
 � 
 � �� � � � � 
 � 
 � �� � � � � 
 � 
 � � ����

Set a given variable to the value in the current environment.  With no parameters, the 
command will print out the current environment. 

 
Usage: setenv VAR VALUE 

 
� � � � � � � � � 
� � � � � � � � � 
� � � � � � � � � 
� � � � � � � � � 
 ����

Executes each line in a file as if it were given at a slush prompt. 



 Network Receiver 

 

© 2002, AXCESS Inc. 750.001.005 R0000 57 

 
Usage: source FILE 

 
� � � � � � � � �� � � � � � � � �� � � � � � � � �� � � � � � � � � ����

Displays the current system status information. 
 

Usage: stats 
 

� � � � � � � � � � 
 � � 
 �� � � � � � � � � � 
 � � 
 �� � � � � � � � � � 
 � � 
 �� � � � � � � � � � 
 � � 
 � ����

Starts up the specified slush server.  You must be admin to use this command. 
 

Usage: startserver [options] 
               where options include: 
                 [-s]  Serial Server 
                 [-t]  Telnet Server 
                 [-f]  FTP Server 
 

� � � � � � � � � 
 � � 
 �� � � � � � � � � 
 � � 
 �� � � � � � � � � 
 � � 
 �� � � � � � � � � 
 � � 
 � ����

Shuts down the specified slush server.  You must be admin to use this command.  
You can also use this command to disable the slush boot messages that go to serial0 with 
the �-d� option. 
 

Usage: stopserver [options] 
               where options include: 
                 [-s]  Serial Server 
                 [-d]  Disable console output.  Used only with �-s�. 
                 [-t]  Telnet Server 
                 [-f]  FTP Server 

Alias: downserver 
 

� � � � � �� � � � � �� � � � � �� � � � � � ����

Assume the identity of the specified user.  Assumes root as default. 
 

Usage: su [USER] 
 

� � � � � � � � �� � � � � � � � �� � � � � � � � �� � � � � � � � � ����

Sets the last modified time to the current time.  If the file does not  exist, the 
command will create a new 0 length file. 

 
Usage: touch FILE 

 
� � � � � � 
 � � � �� � � � � � 
 � � � �� � � � � � 
 � � � �� � � � � � 
 � � � � ����

Adds a user to the list of known users for the system.  You must provide the 
username, password, and user ID for the new user.  The command will prompt for 
any information not supplied on the commandline. 

 
Valid user ID�s range from 0 to 255.  All ID�s large than 127 will have super user 
privileges.  The user ID of 0 is reserved for guest login, 128 is reserved for root.  You 
must be an admin to use this command. 

 
Usage: useradd [OPTIONS] 

               where options include: 
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                 [-n username]  Name of the new user 
                 [-p password]  Password for the new user 
                 [-i userid]    New user�s ID 
 

� � � � � � 
 � � 
 �� � � � � � 
 � � 
 �� � � � � � 
 � � 
 �� � � � � � 
 � � 
 � ����

Removes the given user from the system.  Multiple users can be specified separated 
with spaces.          You must be an admin to use this command. 

 
Usage: userdel USER(s) 

 
� � � �� � � �� � � �� � � � wall 

Broadcast a message to all logged in users.  The wall command can be disabled with 
the environment variable "BROADCASTS" set to "false". 

 
Usage: wall MESSAGE 

 
� � � � � �� � � � � �� � � � � �� � � � � � ����

Sets or displays the slush watchdog timer settings.  With no arguments, displays the 
current settings.  This allows the user to protect against a system hang situation.  
You must be admin to use this command. 

 
Usage: wd [options] 

               where options include: 
                 [-i interval] Set watchdog interval (ms).  Must be used with  �-p� option. 
                 [-p interval] Set the feed interval (ms).  Must be less than watchdog interval. 
                 [-s]  Stop the current watchdog timer. 
 

� � � � � � �� � � � � � �� � � � � � �� � � � � � � ����

 Displays all users currently logged into the system. 
 

Usage: who 
 

� � � � � � � � � �� � � � � � � � � �� � � � � � � � � �� � � � � � � � � � ����

Displays the current user�s username. 
 

Usage: whoami 
 
 

  Optional commands: 

 
These commands are located in the src\Optional\SlushCommands directory.  
Because of size restrictions, to use them you might have to remove a current slush 
command.  Edit Slush.java, go to the initializeShellCommands() method, comment 
out the command you are removing, then add a new line for the new command.  
**Remember to delete the class files under the slush\bin directory and rebuild.   
Otherwise, that old command�s class file will still be built into your build (thus making 
your build too big). 

 
When you build slush, TINIConvertor will report the size of the applet in a line similar 
to: Total Application length: 46438 
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As long as the number reported is less than 65281, your slush build is under the 
maximum size restriction. 

 
� � � � � � � �� � � � � � � �� � � � � � � �� � � � � � � � ����

Compares two files byte for byte. 
 

Usage: diff FILE1 FILE2 
 

� � � � � � � � � 
 � � � �� � � � � � � � � 
 � � � �� � � � � � � � � 
 � � � �� � � � � � � � � 
 � � � � ����

Starts a thread that will send the free RAM to the given port on a specified 
millisecond interval.  Run the associated MemDisplay program (in the examples 
folder) on a host computer to see the output. 

 
Usage: pollmemory [options] 

               where options include: 
                 [-i interval] Report interval (ms). 
                 [-p port]     Port to use. 
                 [-s]          Stop the current memory reporter. 
 

� � � � � � �� � � � � � �� � � � � � �� � � � � � � ����

Configures and sets the operating options for PPP connections. 
 

Usage: ppp [options] 
               where options include: 
                 [-a xx.xx.xx.xx]    Set local IP address 
                 [-c]                Close connection 
                 [-p password]       Set login password 
                 [-r xx.xx.xx.xx]    Set remote IP address 
                 [-u username]       Set login username 
                 [-s]                Start server 
                 [-d]                Start client 
 

� � � � � � 
 �� � � � � � 
 �� � � � � � 
 �� � � � � � 
 � ����

This command provides a basic vi like text editor. 
 

Note: currently only works from a Telnet session.  Will possibly work for a serial 
session in a future VT100 friendly release of JavaKit. 

 
Sled supports a subset of vi features.  Some of the more common things sled 
supports are: 

             Insert/Normal mode: 
                 Inserting: i, I, o, O, a, A, s, S, C, cw, p, ., r, R, &,  
                 Deleting: dw, D, x 
                 Movement: w, b, ^, $, G, H, L, M, ^l, ^d, ^u, ^b, ^f, h, j, k, l, m, � 
                 Searching: ?, /, n, N 
                 Misc:  J, yy, ZZ 
  

Command mode: 
Search & Replace: :[range]s/oldStr/newStr/[options] where [range] can be �%� (file 
global), �start,end� to limit to between start and end lines inclusive, or nothing for 
current line only. 

                     [options] can be any combo of �c� 
                     (confirm), �g� (line global), or �i� (case insensitive search) 
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Text Movement   : :[range] move [addr]  (move lines in range to addr) :[range] d  
(delete lines in range) where range can be line numbers or marks separated by a �,� 
(e.g. :�a,�b move .) 

                                   addr can be �.�, �$�, or a line number 
             Set             : Only set option currently supported is IC (make searches case 
insensitive.) 
             Saving/Exiting  : x, wq, w!, w [new filename] 
                 Misc            : e (edit new file), r [filename] (insert this file): lineNumber (goto that 
line) 
   
        Sled supports an unlimited undo buffer. 
 

There are **many** things that sled does not currently support. Some of the most 
notable:   
Tab support: Right now, sled replaces any tabs with 5 spaces. 
ctrl-v: Insert control characters.  (i.e. the user types ctrl-v, the next thing 

typed such as a ctrl-M should be taken literally.)  Some mark cmds: 
Mark yanking and mark deleting are not totally supported. 

You can�t: 
ma   (set a mark on current line, call it �a�) <move cursor> y�a  (copy from current pos 
to the line marked by a.) 
 
But you can: 
ma   (set a mark on current line, call it �a�) <move cursor> mb   (set a mark on current 
line, call it �b�) <move cursor>  :�a,�b copy .  (Copy from a to b and place it on the 
current line.) 

 
Hint: use refresh (CTRL-l) if you feel what you see on the screen isn�t what really is 
there.  This will repaint the screen and correctly set the cursor in the correct position. 

 
Usage: sled [FILE] 

 
VI. Changes 
 

- For a complete list of system changes, see Changes.txt 
 

- The items in this list are exact copies of entries in the Changes.txt file.  They are 
placed here for convenience, and are here either because they are direct slush 
fixes/updates, or they impact slush directly. 

 
�  � �  � ��  � �  � ��  � �  � ��  � �  � � ����

 
- Slush now implements a CommPortOwnershipListener.  When another application 
attempts to open the port used by the serial server, slush will shut down the server 
and relinquish the port.  Once the port is free again, slush will restart its serial server.  
This behavior can be changed by adding a "serial.server.properties" file to the "etc" 
directory of the file system.  This property file should have a key of 
"automatic.shutdown" with a value of "true" or "false".  For example, to have the 
serial server *NOT* shut down when someone attempts to open its serial port add 
the following line to the file: 

 
� � � � � � � � �  � � � � � � � � ! � � � � 
� � � � � � � � �  � � � � � � � � ! � � � � 
� � � � � � � � �  � � � � � � � � ! � � � � 
� � � � � � � � �  � � � � � � � � ! � � � � 
 ����
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Problem: Some Slush commands would throw an ArrayIndexOutOfBounds exception 
when incorrect/incomplete arguments were given. 

 
Since: TINI 1.02.p1 

 
Description: GetOpt would sometimes move on to the next argument without making 
sure there was a next argument. 

 
Solution: Change to always check to make sure that the next argument exists.  Also 
added support for �instant failure�, if GetOpt runs into a character or argument it 
doesn�t know what to do                 with, if the format string used to create GetOpt 
starts with a �!�, it fails on this argument. Default behaviour is to leave the argument 
for the application. 

 ------------------------- 
Problem: Source would cough up an "ERROR:Unknown Command" on blank lines of 
scripts. 

 
Since: Beta 

 
Description: Source did not check for empty lines. 

 
Solution: Source now checks for empty lines before trying to execute them. 

 ------------------------- 
Problem: The slush �Source� command makes it hard to do any infinite loop scripts 
and stuff. 

 
Since      : Beta 

 
Description: It could use some scripting power. 

 
Solution: Added some scripting functionality.  The following are supported: 

                  1. Executes a line forever. 
                     WHILE TRUE 
                       normal-command-line 
                  2. Executes a line a set number of times. 
                     FOR <int> 
                       normal-command-line 
                  3. Compound statements can be used in place of 
                     "normal-command-line". 
                     WHILE TRUE 
                     {  
                       do-something-1 
                       do-something-2 
                       do-something-3 
                     } 
                  4. Command line parameters. 
                     java echo.tini $1 $2 $3 $4 $5 
                     Parameters which do not exist will be replaced with "". 
 ------------------------- 
 

Problem: Optional PPP slush command does not reflect changes to PPP API. 
 

Since: 1.02.p1 
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Description: Optional PPP slush command does not reflect changes to PPP API. 
 

Solution: PPP command source has been updated. 
 
1.02.p1 
 

Problem: Slush password hashes were insecure--created by appending the 
password to the username. 

 
Since: Beta 

 
Description: This is insecure because username �root�, password �tini� hashes to the 
same result as �roott�, �ini� does.  An attacker could guess the password in linear time. 

 
Solution: Hash (username + ":" + password) 

 -------------------------- 
 

Problem: The AddUser command in Slush checked to see if a user existed in the 
password file by using the String.startsWith() method on each line of the password 
file. 

 
Since: Beta 

 
Description: This is a problem if a user "user_admin" existed, and you wanted to 
create a user named "user".  The operation would fail. 

 
Solution: Parse the password from the file entry, compare using the String.equals() 
method. 

 ------------------------- 
 

Problem: SLUSH ipconfig command changing PPP interface parameters. 
 

Since:  introduction of PPP 
 

Description: Until this release the -a, -m and -g options made changes to the default 
interface. If PPP is running as the default interface using the ipconfig command 
would change parameters of the PPP link. PPP interface address assignment should 
only be configured via the PPP class. 

 
Solution: now the -a, -m, -g options only change the ethernet interface. 

 ------------------------- 
 

Problem: none 
 

Since: introduction of SLUSH 
 

Description: Changed nomenclature of loopback network interface.  Interface name 
changed to "lo" from "localhost". Interface type changed to "Local Loopback" from 
"Ethernet". 

 
Solution   : none 
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